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Smartphone Forensics and Content Verification

Cryptography Group, Department of Computer Science, University of Bristol

Android Smartphone Forensic Analysis

—|Moval n!

In our on-going quest to secure our networks and sys-
tems we must first be able to detect and understand
illegal actions as they happen, discover the attack in-
frastructures the miscreants are using and dissect the
results of compromised systems. We aim to develop
digital forensics tools that will identify, analyse and vi-
sualise illegal activities on related devices that use the
Internet. Our main objective is to design a toolkit that
will detect illegal activities in a post incident fashion, to
identify their source, to profile the expertise and motive
of the attackers and present the relevant information in
a way that will be usable by investigating authorities.

Logical and physical acquisition of data stored in
smartphones running Android OS.

Data Examination and Verification Contribution and OQutlook

We propose methods for acquiring forensic-grade ev-
idence from Android smartphones using open source
tools. We investigate cases where the suspect has
made use of the smartphone’s Wi-Fi or Bluetooth in-
terfaces. The analysis of several case studies reveals
traces left in the inner structure of mobile devices and
also highlights security vulnerabilities. We perform
physical acquisition of data and examine them safely in
order to discover any activity associated with wireless
communications.

We also present a novel approach to the problem of
steganography detection in JPEG images by applying
a statistical attack, which can be useful for content
verification in numerous cases. We introduce a blind
steganographic scheme that can flag a file as a suspi-
cious stego carrier. Our method achieves very high ac-
curacy and speed and is based on the distributions of
the first digits of the quantised DCT coefficients present
in JPEGs. Furthermore, we demonstrate that not only
can we detect steganography but we can also reveal
which steganographic algorithm was used to embed
data in a JPEG file.

Many users prefer to utilise Android’s ‘pattern lock’
mechanism instead of traditional text-based codes. No-
table are methods that recover the lock patterns using
the oily residues left on screens when people move
their fingers to reproduce the unlock code. We per-
formed a study on user perceptions of the security of
patters they form when setting a graphical password
for their phones. We are now able to use our sur-
vey's results to establish a scheme, which combines
a psychology-based attack and a physical attack on
graphical lock screen methods, aiming to reduce the
search space of possible combinations forming a pat-
tern, to make it partially or fully retrievable.

SQLite Data Analysis, Pattern Lock brute force, JPEG
Steganography Detection and Content Analysis.
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Outline

Briefly on steganography and steganalysis
Briefly on Benford's Law and applications

Applying Benford's Law to detect JPEG
steganography
— Raw byte values

— DCT coefficients
Further work



Data hiding

e Data insertion into
existing data with the
intention of:

— fingerprinting
— digital watermarking

— covert
communication

ROBUSTNESS

The robustness of the host signal
reduces with the bandwidth (volume) of
embedded data



Types of Data Hiding

* Media Management Layer

- Use of areas that the OS is unaware of (Unallocated space, Host
Protected Area, Partition Gap, MBR-area)

* File System Layer

- Exploitation of file system structures vulnerabilities (Slack Space,
NTFS Alternate Data Streams, Reserved inodes - EXT2/3)

* Application Layer
- Steganography



Embedding secret messages in images

e “Fuse”:

- Embedding the secret information within the file exploiting its
file structure.

- Could be used with multiple file types.

» “Least Significant Bit (LSB) Encoding”:
- Hiding 1 bit of data in every pixel of 8-bit images.
- Hiding 3 bits of data in every pixel of 24-bit images

* Very sensitive in change of format and encoding of the images (e.g. save
from .GIF to .JPEG).



Example of LSB encoding manipulation

* Hiding the letter G in the following bit stream:
10010101 00001101 11001001 10010110
00001111 11001011 10011111 00010000

« G- 01000111
10010100 00001101 11001000 10010110
0000111011001011 10011111 00010001



Embedding secret messages in images
(cont’d)

Takes advantage of the limitations of the human vision system (HVS).
Anything that can be coded into a bit stream can be embedded in an image.
8-bit:

— Small.

— Only 256 colours available.
24-bit:

— Better for steganography

— Large number of possible colours (>16M) exceeds HVS capabilities for differentiation.
Compression:

— “lossy”, the secret message may lose integrity because the compression algorithm
reduces the image fidelity (JPEG).

— “lossless, retains image properties at the expense of image size - good for
steganogrphy (GIF, BMP).



Steganalysis

e Steganalysis is the process of detection and
extraction of hidden messages from a carrier.

* |t uses statistical and mathematical techniques
to reduce as much as possible the range of
suspicious files.

— But sometimes all files may be suspected.

— Embedded content may be encrypted.



Types of steganalysis

Stego only attack — where available is only the stego-object (carrier).

Known cover attack — initial cover object and corresponding stego
object available to the analyst

Known message attack — the secret message is available along with
the stego object.

Chosen stego attack — the algorithm (stego tool) and the stego-object
are available.

Chosen message attack — for given secret message we can create the
corresponding stego object.

Known stego attack — the algorithm (stego tool), the cover object and
the stego-object are available.



Audio Steganographic

MP3 ~ WAV Others = Production License
Tools
Info Stego ~ Yes Yes Shareware
e a I l O I a O O S ScramDisk Yes Yes Shareware
MP3Stego  Yes Yes Open Source
StegoWav Yes Yes Open Source
Te xt HidedPGP  Yes VoC Yes Open Source
3 — - : Steghide Yes AU Yes Open Source
. . . Tmage Steganographic BMP JPEG GIF PNG TGA  Other Pr ?du Lice .'g - P
Text Steganographic ~ Plain Source . , Tools ction  nse S-Tool Yes Yes Open Source
I Other License  Production Crvptol23 | Yes | Yes Yo 3
ools  Text Code YProf= = : cibla Sacr 7 7oc y ;
Hermetic Stego | Yes Yes S Invisible Secrets Yes Yes Commercial
23 > Sharews 7 B > - - rac f 7 7ac .
PGPl Yes Shareware Yes __IBMDLS| Yes | Yes | Yes | Yes Yes | S Paranoid Yes Yes Commercial
Nicetext ~ Yes Yes  Open Source Yes Invisible Secrets | Yes = Yes Yes Yes S < , . , .
— , . R Info Stego  Yes = Yes = Yes Yes S Steganos Yes VOC Yes Commercial
Snow  Yes Yes  Open Source Yes Syscop Yes Yes S
Texto  Yes Yes  Open Source Yes StegMark Yes = Yes  Yes Yes  Yes TIF  Yes S S O un d
Sam's Big Play . . ) . Cloak | Yes ) S
0 Yes Yes  Open Source Yes Contraband Hell  Yes Yes F
Maker Contraband ~ Yes Yes F |
Steganosaurus  Yes Yes  Open Source Yes Dound = Yes Yes FIMa g e
7 JU 7 Gifit Up Yes Yes F
FFEncode  Yes Open Source Yes Camouflage Yes | Yes Yes F
Mimic ~ Yes Open Source Yes Hide and Seek = Yes Yes Yes F Image Embedding
- - . . . - - - . JPEG BMP  Others ° Production
whStego  Yes HTML, PDF Yes  Open Source Yes InThePicture  Yes Yes F Steganographic Tools Approach
. - . . . S-Tools  Yes Yes F T - m—— -
Spam Mimic =~ Yes Not Specified Yes Tpegx Yes Yes F Blindside Yes SDS Yes
Secret Space  Yes Not Specified Yes Steganos  Yes DIB  Yes F Camera Shy  Yes SDS Yes
WitnesSoft  Yes Yes No longer i production BMP Secrets | Yes . dc-Steganograph PCX TDS
Hides excel file DCE-Steg Yes F5  Yes Yes GIF DS Yes
1 XC ioi i g R S A S
MergeStreams ‘ Freeware Yes Digital Picture |y, .
n word Envelope ; Gif Shuffle GIF Change the order of Yes
Steganos  Yes HTML Commerctal Yes EikonAmark Yes | ‘ the color map
— . Empty Pic Yes n - m — -
Invisible Secrets HTML Commercial Yes Encrypt Pic  Yes Hide4PGP Yes SDS Yes
EzStego Yes JP Hide and Seek = Yes SDS Yes
BMP Embed Yes . NG ,
BMPTable Yes Jsteg Jpeg  Yes SDS Yes
StegoTif Yes  TIF Mandelsteg GIF SDS Yes
I*‘l’;‘;#‘"ﬁ"? < TIF OutGuess  Yes PNG TDS Yes
n Plain \iew es . ~ »
Invisible Encryption Yes PGM Stealth PGM Yes
. d ﬁ I JK-PGS PPM Steghide Yes SDS Yes
Scytale PCX W r G .
| | | x whStego Yes SDS Yes
D I SC a n eSySte appendX Yes Yes Yes . & R
Total 20 10 ) 5 3 6 17 WnStorm PCX Yes
File Sy Location of Sour Li ) 3 —— T P~ -
Steganographic Tool: Embedding Code | . | Production S Shareware License TDS - Transform Domain Steganography
T n = - — Freeware License ey et _— ) § . h
Disk Hide Windows Registry No No H SDS - Spatial Domain Steganography (LSB Replacement and LSB Matching)
Drive Hider Windows Registry No No IVI I S C .
Easy File & Folder VXD dnver. Windows No Shareware Yes
Protector Kermnel Miscellaneous Cover Source .
Invisible Files 2000 Hard Disk No Shareware Yes . . . . ) License
Magic Folders File System No Shareware Yes Stegauogl ﬂphl( Tools Media Code
Dark Files File system No Shareware Yes . - 7,
bProtected 2000 File system No Shareware Yes GZSteg -82 ﬂles - Yes
BuryBury File system No  Shareware Yes InfoStego Image. audio. video Shareware
A . e} [—— . .
StegFS File system Yes e Yes KPK File Word, BMP Shareware
Folder Guard Jr File System No Freeware Yes S-Mail exe and dll ﬁles
Dmagic File System No Freeware Yes . — . . .
BackYard File System No No Hiderman Many different media Shareware
Snowdisk o f?“ki space Tex No StegMark Image. audio. video
Masker Any file ( mage, ext. No Shareware Yes . . . 7 y >
A\'d1°l~ :{K:\eo) Steghide JPEG, BMP, WAV. AU Yes
Anahtar 3.5-inch diskette No No . . . )
Hide Folders No Shareware Yes S-Tools BMP. GIF, WAV Not sure
Hidden No No Hydan Program Binanes Yes Open Source
Paranoid No No o — -
Diskhide No No Covert.tcp TCP/IP Packets Yes Open Source




Steganalysis tools

Hard Disk
Steganographic
Tools

Tools Analyzed

Extraction
Approach

Detection
Approach

Destruction
Approach

2Mosaic
StirMark
Benchmark

Phototile

Steganography
Analyzer Real-
Time Scanner

Removes stego content from
any images
Removes stego content from
any images
Removes stego content from
any images

Analyzes Network Packets

b

StegBreak

StegDetect

StegSpy

Stego-Suite

Jsteg-shell, JPlude, and
Outguess 0.13b

Jsteg, JPlude, Invisible
Secrets, Outguess 01.3b, F5,
appendX, Camouflage

Hiderman, JPHIde and Seek,

Masker. JPegX, Invisible
Secrets

Detects Stego Image and
Audio file

Signature

Dictionary

Statistical

Dictionary

Break Apart
Resample

Break Apart




Benford’s Law - historical facts

1881, Newcomb observed that the first pages of
books with logarithmic tables, then heavily used for
computation, were a lot more worn out than the last
ones.

* Benford observed and abstracted formally this
behaviour for random data sets around 1938.

- Empirical law, a satisfactory explanation of which was provided by Hill
(1996).

* This phenomenon can be observed and be of use in
multiple domains and types of data sets.



The Law

vvvvvvvvvvv

The leading digitd (d E {1, ..., b—1}) of a
number in base b (b > 2) has a probability
of occurrence that can be expressed as:

P(d) = log,(d + 1) — log,(d) = log, (1 'IIIIIII.

111111111

P(d) [%]

This represents the ‘space’ between the numbers d and d +1,
expressed in logarithmic scale.

For b=10 the following holds:

d 1 2 3 4 5 6 7 8 9

P(d) 30.1% 17.6% 12.5% 9.7% 7.9% 6.7% 5.8% 5.1% 4.6%



Lead digit distribution examples in natural
data sets

col. ftitle 1 2 3 4 5 6 7 8 9 samples
A Rivers, Area 31.0| 164 | 107 | 11.3| 72, 86| 55| 42| 5.1 335
B Population 339 204 142 8.1 2 6.2 41 3.7 | 22 3259
C Constants 413 144 438 8.6 106 58 1.0 29 106 104
D Newspapers 30,0 180 120 100 8.0 6.0 6.0 50 5.0 100
E Specific Heat 240 184 162 146 106 41 3.2 48 41 1389
F  Pressure 296 183 128 98 83 64 57 44 47 703
G H.P. Lost 300| 184 11.9| 108| 81| 70| 51| 51| 36 690
H Mol Wat. 26.7( 252 | 154 | 108 6.7 5.1 41 28 32 1800
I Drainage 271 239 138 126 8.2 5.0 5.0 25| 1.9 159
J Atomic Wat. 472 187 5.5 44 6.6 44 33 44 55 91

Average 306 185 124 94 80 64 51 49 47 1011

Probable Error 08 +04 +04 +03 02 +02 +02 +03



Various applications of Benford’s Law

e Hal Varian (1972) proposed its use for detecting fraud in socio-
economic data reporting.

* Used widely to detect fraud in transactional data (e.g. Nigrini,
2000 and others), as implemented within audit packages (ACL,
IDEA etc.).

* Acceptable in courts of law in the US.

e Used to analyse the 2009 election results in Iran to prove
rigging.

e Limitation: The law may be true for a set of items but not for a
certain subset of it.



The first approach

* Use Benford's Law for detection of file
anomalies on byte array sequences

- Work from Karresand (2006) on byte value (eventually pairs)
distribution in detection of image file format (and camera make)
and

- Work from Haggerty (2007) on file fingerprinting by byte value
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90
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40
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. 1 2 3 4 5 6 7 8 9

—— WMV 92,19 1.56 0 0 0 0 0 078 547
—=— WAV 61 15 10 5 3 2 2 2 1
PNG 0 7 65 25 2 2 0 0 0
— - BMP 16 9 34 11 18 5 3 2 2
—=— P23 0 4 65 26 < 0 2 0 0
——ZIP 1 0 63 37 0 0 0 0 0
—— EXE 47 36 10 2 2 2 0 1 0
—— PDF 5 30 49 10 0 2 2 1 1
— JPEG 91 0 0 0 0 0 1 4 5
GIF 0 60 23 9 1 5 2 0 0
RAR 21 7 0 2 0 1 0 1 0
pocC 54 a3 9 1 2 1 0 2 0
- Benforg 30 18 12 10 3 7 6 5 5

19



Steganography and alterations of file
structure

 We observed that the byte array
representation’s distribution was affected, in
relation to the one of the original file types.

* |Interestingly:

— This was measurable for small size input secret
files.

— Increased with the size of the secret file.

— |t was detectable with no dependency of the type
of stego algorithm used.



Variations for different file types
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A key idea: Cover file generic reconstruction

Generic reconstruction is a process whereby a file with similar properties to
the original one is reconstructed from the stegocarrier.

Similar to what HVS does!

Properties refer to:
— Image quality.

— File structure.

— Content.

Procedures that may change those could be :
— Format alteration.
— Copying reproduction (e.g. JPEG).

— Use of stego tools.



Q myposhimage1(2).jpg - JPEGsnoop

le reconstruction

Image (RGB, DC) @ 12.5% (1/8)

Done

Precision=8 bits

DC Cogfficiants

DPCM

]

AC Cosfficients

File Edit View Tools Options Help Destination ID=0 {Luminance)
DEH s2B 87 DOT, Row #0: 8 6 5 8 12 20 26
EXIF.Make / Software EXIF. Model Quality Subsamp Match? DQT, Row #1: 6 6 7 10 13 23 30
DQT, Row #2: 7 7 8 1z 20 29 35
CRM: [SONY 1 [CYBERSHOT U ! ] Yes DQT, Row #3: 7 9 11 15 26 44 40
SW :[Adobe Photoshop 7.0 1 [Save As 07 ] .
S+ (apnle quickrine (0t68-0867 d DQT, Row #4: 9 11 19 28 34 55 52
SW :[Digital Photo Professiona] [(5 ] DQT, Row #5: 12 18 28 32 41 52 57
DUT, Row #6: 25 32 35 44 52 61 a0
T DQT, Row #7: 36 46 48 49 56 50 52
SW : [ZoomBrowser EX ] [low 1 Approx cuality factor = 74.75 (scaling=50
The following IJG-based editors alsc match this signature: L .
SW : [GIMP 1 1075 1 Precision=8 bits
SW : [IrfanView ] (075 1 Destination ID=1 (Chrominance)
SW :[idImager 1 [075 1 .
SW :[FastStone Image Viewer ] (075 1 DQT, Row #0: 9 9 1z 24 50 S0 S0
SW : [NeatImage ] 1075 1 DQT, Row #1: 9 11 13 33 50 50 50
:: :{g:in:.NET } {g;: } DQT, Row #2: 12 13 28 50 50 50 50
: otomatix
S : (KnView ] {078 ] DQT, Row #3: 24 33 50 50 S50 50 50
DQT, Row #4: 50 S0 50 50 S0 50 S0
ASSESSMENT: Image is pr edited DQT, Row #5: S50 50 50 S50 50 50 S0
This may be a new software editor for the database. DQT’ Row #6: S0 50 50 50 50 50 S0
If this file is processed, and editor doesn't appear in list above, DQT, Row #7: S0 S50 S50 50 50 50 50
PLEASE ADD TQ DATABASE with [Tools->Add Camera to DB] Approx quality factor = 74.74

Eatropy

.51 wvariance=0.81)

(scaling=50.52 wvariance=0.19)

Coding

Huffman
Tables

Headers
Svntax

JPEG

Ceds



Steganalysis method and proof of concept
(for JPEG/MS Paint): Ben-4D

Suspicious JPEG = Calculate byte array sequence = Calculate p(x) of suspect f.l.d.

<z

Compare p(x) and Make Decision

Figure 1: ‘Ben-4D’ Design Concept.



Similarity threshold

* Predefined constant value identified
experimentally after applying Generalised
Benford’s Law on large numbers of
reconstructed files.

* This value is encoding-specific, so MS Paint has
a certain Similarity Threshold while Photoshop
9 has a different one.



freeoriginal.txt

m

secret.bxt

m

U] C\Users\Cow\Desktop\Thesis\free\free.txt - Filealyzer

o | B ||

] CA\Users\Cow\Desktop\Thesis\free\free.txt - Filealyzer

File Report Settings Language OpenSBI Help

| General | OpenSBI | Security | Streams | Hex dump | Test preview

II am free
(Relling Stones)

I'm free to do what I want any old time

I'm free to do what I want any cld time

So love me, hold me, love me, hold me

I'm free any cld time tec get what I want

I'm free to sing my song tho' it is out of time
I'm free to sing my song tho' it is out of time
Sc love me, hold me, love me, hold me

I'm free any cld time tec get what I want

Love me, hold me, love me, hold me

I'm free any cld time tc get what I want

I'm free to choose what I please any old time
I'm free to cheoose what I please any old time
So hold me, love me, love me, hold me

I'm free any old time to get what I want

Yes I am

Close

File Report Settings Language OpenSBI Help

General [ OpenSEBI I Security I Streams I Hex dump | Text preview

y) =m
Location: C:AUsers\Cow\DesktophThesishfree’
Size: 1574 0000000000000626
Version:
CRC-32: 26E1B8C4
MDS: 5144406481FDCF1F79E7515C04D110DE
SHaAT: B7D23C12304D834E3C0143CADE5303DFE7E7F2F0
[¥] Read only [7] Directory
[] Hidden [V] Archive
[] System file [7] Symbolic link
Time stamp: Tetdptn, 9 AsképPprog 2009 4:06:09 pp
Creation: Tetdptn, 3 AsképPplog 2009 4:00:34 pp
Last access:  Tetdptn, 9 AcképPplog 2009 4:00:34 pp
Last write: Tetdptn, 9 AsképPplog 2009 4:06:10 pp

Close

TXT Steganalysis

. recreated.bxt I 40
534 byte I 30 .\

10 '\\\ M.

0 < < A —

1 2 3 4 5 6 7 8 9
_o— freeoriginal | 11,57 8,26 1,65 1,65 0,83 0,83 0 0,83 0,83
STEGANOGRAPHY DETECTED — -~ recreated | 11,57 8,26 1,65 1,65 0,83 0,83 0 0,83 0,83
free 31,45 23,39 6,45 6,45 1,61 1,61 0,81 1,61 0,81

—m— Benford 30 18 12 10 8 7 6 5 5




Improvement of detection rate by considering
stego tools features

- Signatures/rules for the intended

stego tool recognition:

Atypical or corrupted Huffman
tables (JPHSWin).

Significant size difference of
stegocarrier and reconstructed file
(Camouflage, Invisible Secrets).

Specific headers manipulation
(Invisible Secrets).

Issues with file termination
(Camouflage).

COMPARING GBL=<P=

With GBL<S>
emr | SYES,| SPECIFY STEG
R ALGORITHM
NO
PRESENT |
RESULTS  |[°

Embedding these rules into the
detection method leads to
improvement of the False —
Positive detection rate from 15%
to 0.1%.



Another approach

* Fu, Shi & Sub

— examined the byte value distributions in the pixel domain
(unsuccessful) as opposed to the Discrete Cosine Transform
(DCT) values (that seems to obey Benford's law)

— generalised the law to apply in detection of watermarked
Images
* Fu et al. worked on the distribution of first digits of DCT
coefficients, but only on the luminance component of
pictures

* We extended their work to chrominance and apply it
comprehensively



StegBennie Algorithm

After decompressing the image we read the metadata and find the
compression quality factor.

We are looking at the DCT blocks (8x8) that constitute the image and
extract the first digit of each coefficient. For example, if the first row of
an 8x8 block of coefficientsis [211 22 12 6 1 0 0 0], the first digits are
[x 2161 x x x] (211 is the DC coefficient and it is excluded and also
the zeros are not taken into consideration).

We calculate the % percentage of appearance of each leading digit. Then
we estimate the first digits expected distribution and finally compare the
deviations between the expected and the calculated distributions.

Any deviation between the expected and the estimated distributions will
help to decide if the image is a stego or not.



StegBennie Algorithm (cont’d)

Decompress JPEG ::> Get QF
7
For all components Calculate % fd appearance
" Z
For all DCT blocks > Avoid DC coefficients Compare expected fd appearance
z \z
Extract first digits: (fd) Calculate % deviation
\Z \Z
Distribute fd Make decision




Quantised DCT coefficient-based analysis

pi = N-log[1+ |,

n=12..,9 (2

Model Parameters
q
1.605
1.585
1.685
1.731
1.766
1.843
1.909

(Generalized Benford's Law:" gBL")

Goodness-of-fit
(SSE)
5.129e-06
7.235e-07
3.007e-06
3.986e-06
4.455e-06
5.464e-06
5.119e-06

s+n?
Quality Factor N
100 1.608
90 1.25
80 1.344
75 1.396
70 1.434
60 1.514
50 1.584
12 1
Digit 1
10
8 .
6 4
4 .
5
0

1 5 9131721252933

15

1 5 9131721252933

15 1

10

Digit 3

15 9131721252933

31



Comparisons with existing tools

e Ben-4D tested on 500 original

images each with three stego T 8§ & g
i ] File Type % % 3 §§

variants (1,500 stego images), S 8§ § %
1500

across 3 resolutions (320x240, O Detcton Raes 04)

Ben-4D (full) 99 98 100 100

600x320 and 800)(600) StegDetect 995 992 100 100

StegSpy 98 99 100 = 100

® Th re e-sta ge te Sti N g Of Table 5: Hit Rates Comparison among ‘Ben-4D’ and other tools.
StegBennie versus StegDetect

— existing image processing 00 -

testing set S w0
— training data from the set above jz
— own generated smartphone 20 -

data Set JPH70 JPH80 JPH90 OUT70 OUT80 OUT90 VSL70 VSL80 VSL90

¥ StegBennie * StegDetect

Successful Detection (%)

Sets of stego carriers compressed under various QF



Further work - Ben-4D

http://sourceforge.net/projects/ben4dstegdetect/

Support for detection of more steganography
tools.

Other types of JPEG coding.

Support for other popular image formats (BMP,
GIF).

Put on github.


http://sourceforge.net/projects/ben4dstegdetect/

Further work - StegBennie

http://www.fortoo.eu

Consider the effect of the size of the embedded data
and measure its impact on the overall validity of the
method.

Fu et al. (2007) observed that the distributions of first
digits of the coefficients of the blocks of the JPEG images
before the quantization step during the compression of
the image adhere to the original Benford’s Law.

Apply supervised learning algorithms on the training set.
Open source dissemination via ForToo website.


http://www.fortoo.eu
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Thank You

Any Questions?
Theo.Tryfonas@bristol.ac.uk
P.Andriotis@bristol.ac.uk
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