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Where	
  are	
  we	
  from?
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Outline

• Briefly	
  on	
  steganography	
  and	
  steganalysis	
  
• Briefly	
  on	
  Benford's	
  Law	
  and	
  applica1ons	
  
• Applying	
  Benford's	
  Law	
  to	
  detect	
  JPEG	
  
steganography	
  
– Raw	
  byte	
  values	
  
– DCT	
  coefficients	
  

• Further	
  work
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Data	
  hiding

• Data	
  inser1on	
  into	
  
exis1ng	
  data	
  with	
  the	
  
inten1on	
  of:	
  
– fingerprin1ng	
  
– digital	
  watermarking	
  
– covert	
  
communica1on The	
  robustness	
  of	
  the	
  host	
  signal	
  

reduces	
  with	
  the	
  bandwidth	
  (volume)	
  of	
  
embedded	
  data
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Types	
  of	
  Data	
  Hiding	
  

• Media	
  Management	
  Layer	
  
- Use	
  of	
  areas	
  that	
  the	
  OS	
  is	
  unaware	
  of	
  (Unallocated	
  space,	
  Host	
  

Protected	
  Area,	
  Par11on	
  Gap,	
  MBR-­‐area)	
  

• File	
  System	
  Layer	
  
- Exploita1on	
  of	
  file	
  system	
  structures	
  vulnerabili1es	
  (Slack	
  Space,	
  

NTFS	
  Alternate	
  Data	
  Streams,	
  Reserved	
  inodes	
  -­‐	
  EXT2/3)	
  

• Applica1on	
  Layer	
  
- Steganography
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Embedding	
  secret	
  messages	
  in	
  images

• “Fuse”:	
  
- Embedding	
  the	
  secret	
  informa1on	
  within	
  the	
  file	
  exploi1ng	
  its	
  

file	
  structure.	
  
- Could	
  be	
  used	
  with	
  mul1ple	
  file	
  types.	
  

• “Least	
  Significant	
  Bit	
  (LSB)	
  Encoding”:	
  
- Hiding	
  1	
  bit	
  of	
  data	
  in	
  every	
  pixel	
  of	
  8-­‐bit	
  images.	
  	
  
- Hiding	
  3	
  bits	
  of	
  data	
  in	
  every	
  pixel	
  of	
  24-­‐bit	
  images	
  	
  

• Very	
  sensi1ve	
  in	
  change	
  of	
  format	
  and	
  encoding	
  of	
  the	
  images	
  (e.g.	
  save	
  
from	
  .GIF	
  to	
  .JPEG).
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Example	
  of	
  LSB	
  encoding	
  manipula1on

• Hiding	
  the	
  lejer	
  G	
  in	
  the	
  following	
  bit	
  stream:	
  
10010101	
  00001101	
  11001001	
  10010110	
  
00001111	
  11001011	
  10011111	
  00010000	
  

• G	
  →	
  01000111	
  
10010100	
  00001101	
  11001000	
  10010110	
  
00001110	
  11001011	
  10011111	
  00010001
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Embedding	
  secret	
  messages	
  in	
  images	
  
(cont’d)

• Takes	
  advantage	
  of	
  the	
  limita1ons	
  of	
  the	
  human	
  vision	
  system	
  (HVS).	
  	
  
• Anything	
  that	
  can	
  be	
  coded	
  into	
  a	
  bit	
  stream	
  can	
  be	
  embedded	
  in	
  an	
  image.	
  
• 8-­‐bit:	
  	
  

– Small.	
  
– Only	
  256	
  colours	
  available.	
  	
  

• 24-­‐bit:	
  
– Bejer	
  for	
  steganography	
  
– Large	
  number	
  of	
  possible	
  colours	
  (>16M)	
  exceeds	
  HVS	
  capabili1es	
  for	
  differen1a1on.	
  

• Compression:	
  
– “lossy”,	
  the	
  secret	
  message	
  may	
  lose	
  integrity	
  because	
  the	
  compression	
  algorithm	
  
reduces	
  the	
  image	
  fidelity	
  (JPEG).	
  	
  

– “lossless,	
  retains	
  image	
  proper1es	
  at	
  the	
  expense	
  of	
  image	
  size	
  -­‐	
  good	
  for	
  
steganogrphy	
  (GIF,	
  BMP).
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Steganalysis

• Steganalysis	
  is	
  the	
  process	
  of	
  detec1on	
  and	
  
extrac1on	
  of	
  hidden	
  messages	
  from	
  a	
  carrier.	
  

• It	
  uses	
  sta1s1cal	
  and	
  mathema1cal	
  techniques	
  
to	
  reduce	
  as	
  much	
  as	
  possible	
  the	
  range	
  of	
  	
  
suspicious	
  files.	
  
– But	
  some1mes	
  all	
  files	
  may	
  be	
  suspected.	
  	
  	
  
– Embedded	
  content	
  may	
  be	
  encrypted.
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Types	
  of	
  steganalysis
• Stego	
  only	
  a+ack	
  –	
  where	
  available	
  is	
  only	
  the	
  stego-­‐object	
  (carrier).	
  	
  
• Known	
  cover	
  ajack	
  –	
  ini1al	
  cover	
  object	
  and	
  corresponding	
  stego	
  
object	
  available	
  to	
  the	
  analyst	
  	
  	
  	
  

• Known	
  message	
  ajack	
  –	
  the	
  secret	
  message	
  is	
  available	
  along	
  with	
  
the	
  stego	
  object.	
  

• Chosen	
  stego	
  ajack	
  –	
  the	
  algorithm	
  (stego	
  tool)	
  	
  and	
  the	
  stego-­‐object	
  
are	
  available.	
  	
  	
  	
  

• Chosen	
  message	
  ajack	
  –	
  for	
  given	
  secret	
  message	
  we	
  can	
  create	
  the	
  
corresponding	
  stego	
  object.	
  	
  

• Known	
  stego	
  ajack	
  –	
  the	
  algorithm	
  (stego	
  tool),	
  the	
  cover	
  object	
  	
  and	
  
the	
  stego-­‐object	
  are	
  available.	
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Steganography	
  tools

Sound

Text
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Image

Misc.

Disc	
  and	
  filesystem



Steganalysis	
  tools
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Benford’s	
  Law	
  -­‐	
  historical	
  facts	
  

• 1881,	
  Newcomb	
  observed	
  that	
  the	
  first	
  pages	
  of	
  
books	
  with	
  logarithmic	
  tables,	
  then	
  heavily	
  used	
  for	
  
computa1on,	
  were	
  a	
  lot	
  more	
  worn	
  out	
  than	
  the	
  last	
  
ones.	
  	
  

• Benford	
  observed	
  and	
  abstracted	
  formally	
  this	
  
behaviour	
  for	
  random	
  data	
  sets	
  around	
  1938.	
  	
  

- Empirical	
  law,	
  a	
  sa1sfactory	
  explana1on	
  of	
  which	
  was	
  provided	
  by	
  Hill	
  
(1996).	
  	
  

• This	
  phenomenon	
  can	
  be	
  observed	
  and	
  be	
  of	
  use	
  in	
  
mul1ple	
  domains	
  and	
  types	
  of	
  data	
  sets.	
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This	
  represents	
  the	
  ‘space’	
  between	
  the	
  numbers	
  d	
  and	
  d	
  +	
  1,	
  
expressed	
  in	
  logarithmic	
  scale.	
  
!
	
  For	
  b=10	
  the	
  following	
  holds:

d 1 2 3 4 5 6 7 8 9

P(d) 30.1% 17.6% 12.5% 9.7% 7.9% 6.7% 5.8% 5.1% 4.6%

The	
  leading	
  digit	
  d	
  (d	
  Ε	
  {1,	
  …,	
  b	
  −	
  1})	
  of	
  a	
  
number	
  in	
  base	
  b	
  (b	
  ≥	
  2)	
  has	
  a	
  probability	
  
of	
  occurrence	
  that	
  can	
  be	
  expressed	
  as:

The	
  Law

P(
d)
	
  [%

]

d
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Lead	
  digit	
  distribu1on	
  examples	
  in	
  natural	
  
data	
  sets
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Various	
  applica1ons	
  of	
  Benford’s	
  Law

• Hal	
  Varian	
  (1972)	
  proposed	
  its	
  use	
  for	
  detec1ng	
  fraud	
  in	
  socio-­‐
economic	
  data	
  repor1ng.	
  	
  

• Used	
  widely	
  to	
  detect	
  fraud	
  in	
  transac1onal	
  data	
  (e.g.	
  Nigrini,	
  
2000	
  and	
  others),	
  as	
  implemented	
  within	
  audit	
  packages	
  (ACL,	
  
IDEA	
  etc.).	
  	
  

• Acceptable	
  in	
  courts	
  of	
  law	
  in	
  the	
  US.	
  
• Used	
  to	
  analyse	
  the	
  2009	
  elec1on	
  results	
  in	
  Iran	
  to	
  prove	
  
rigging.	
  
!

• Limita=on:	
  The	
  law	
  may	
  be	
  true	
  for	
  a	
  set	
  of	
  items	
  but	
  not	
  for	
  a	
  
certain	
  subset	
  of	
  it.
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The	
  first	
  approach

• Use	
  Benford's	
  Law	
  for	
  detec1on	
  of	
  file	
  
anomalies	
  on	
  byte	
  array	
  sequences	
  
- Work	
  from	
  Karresand	
  (2006)	
  on	
  byte	
  value	
  (eventually	
  pairs)	
  

distribu1on	
  in	
  detec1on	
  of	
  image	
  file	
  format	
  (and	
  camera	
  make)	
  
and	
  

- Work	
  from	
  Haggerty	
  (2007)	
  on	
  file	
  fingerprin1ng	
  by	
  byte	
  value	
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Steganography	
  and	
  altera1ons	
  of	
  file	
  
structure

• We	
  observed	
  that	
  the	
  byte	
  array	
  
representa1on's	
  distribu1on	
  was	
  affected,	
  in	
  
rela1on	
  to	
  the	
  one	
  of	
  the	
  original	
  file	
  types.	
  

• Interes1ngly:	
  
– This	
  was	
  measurable	
  for	
  small	
  size	
  input	
  secret	
  
files.	
  

– Increased	
  with	
  the	
  size	
  of	
  the	
  secret	
  file.	
  
– It	
  was	
  detectable	
  with	
  no	
  dependency	
  of	
  the	
  type	
  
of	
  stego	
  algorithm	
  used.	
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Varia1ons	
  for	
  different	
  file	
  types
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A	
  key	
  idea:	
  Cover	
  file	
  generic	
  reconstruc1on

• Generic	
  reconstruc1on	
  is	
  a	
  process	
  whereby	
  a	
  file	
  with	
  similar	
  proper1es	
  to	
  
the	
  original	
  one	
  is	
  reconstructed	
  from	
  the	
  stegocarrier.	
  

• Similar	
  to	
  what	
  HVS	
  does!	
  
!
!

• Proper1es	
  refer	
  to:	
  
– Image	
  quality.	
  
– File	
  structure.	
  
– Content.	
  

• Procedures	
  that	
  may	
  change	
  those	
  could	
  be	
  :	
  	
  
– Format	
  altera1on.	
  	
  
– Copying	
  reproduc1on	
  (e.g.	
  JPEG).	
  
– Use	
  of	
  stego	
  tools.

22



File	
  reconstruc1on
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Steganalysis	
  method	
  and	
  proof	
  of	
  concept	
  
(for	
  JPEG/MS	
  Paint):	
  Ben-­‐4D
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Similarity	
  threshold

• Predefined	
  constant	
  value	
  iden1fied	
  
experimentally	
  a�er	
  applying	
  Generalised	
  
Benford’s	
  Law	
  on	
  large	
  numbers	
  of	
  
reconstructed	
  files.	
  

• This	
  value	
  is	
  encoding-­‐specific,	
  so	
  MS	
  Paint	
  has	
  
a	
  certain	
  Similarity	
  Threshold	
  while	
  Photoshop	
  
9	
  has	
  a	
  different	
  one.
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STEGANOGRAPHY DETECTED
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Improvement	
  of	
  detec1on	
  rate	
  by	
  considering	
  
stego	
  tools	
  features
!
• Signatures/rules	
  for	
  the	
  intended	
  

stego	
  tool	
  recogni1on:	
  
– Atypical	
  or	
  corrupted	
  Huffman	
  

tables	
  (JPHSWin).	
  
– Significant	
  size	
  difference	
  of	
  

stegocarrier	
  and	
  reconstructed	
  file	
  
(Camouflage,	
  Invisible	
  Secrets).	
  

– Specific	
  headers	
  manipula1on	
  
(Invisible	
  Secrets).	
  

– Issues	
  with	
  file	
  termina1on	
  
(Camouflage). Embedding these rules into the 

detection method leads to 
improvement of the False – 
Positive detection rate from 15% 
to 0.1%.



Another	
  approach

• Fu,	
  Shi	
  &	
  Sub	
  
– examined	
  the	
  byte	
  value	
  distribu1ons	
  in	
  the	
  	
  pixel	
  domain	
  
(unsuccessful)	
  as	
  opposed	
  to	
  the	
  Discrete	
  Cosine	
  Transform	
  
(DCT)	
  values	
  (that	
  seems	
  to	
  obey	
  Benford's	
  law)	
  

– generalised	
  the	
  law	
  to	
  apply	
  in	
  detec1on	
  of	
  watermarked	
  
images	
  

• Fu	
  et	
  al.	
  worked	
  on	
  the	
  distribu1on	
  of	
  first	
  digits	
  of	
  DCT	
  
coefficients,	
  but	
  only	
  on	
  the	
  luminance	
  component	
  of	
  
pictures	
  

• We	
  extended	
  their	
  work	
  to	
  chrominance	
  and	
  apply	
  it	
  
comprehensively
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StegBennie	
  Algorithm
• A�er	
  decompressing	
  the	
  image	
  we	
  read	
  the	
  metadata	
  and	
  find	
  the	
  
compression	
  quality	
  factor.	
  

• We	
  are	
  looking	
  at	
  the	
  DCT	
  blocks	
  (8x8)	
  that	
  cons1tute	
  the	
  image	
  and	
  
extract	
  the	
  first	
  digit	
  of	
  each	
  coefficient.	
  For	
  example,	
  if	
  the	
  first	
  row	
  of	
  
an	
  8x8	
  block	
  of	
  coefficients	
  is	
  [211	
  	
  22	
  	
  12	
  	
  6	
  	
  1	
  	
  0	
  	
  0	
  	
  0],	
  the	
  first	
  digits	
  are	
  
[x	
  	
  2	
  	
  1	
  	
  6	
  	
  1	
  	
  x	
  	
  x	
  	
  x]	
  (211	
  is	
  the	
  DC	
  coefficient	
  and	
  it	
  is	
  excluded	
  and	
  also	
  
the	
  zeros	
  are	
  not	
  taken	
  into	
  considera1on).	
  

• We	
  calculate	
  the	
  %	
  percentage	
  of	
  appearance	
  of	
  each	
  leading	
  digit.	
  Then	
  
we	
  es1mate	
  the	
  first	
  digits	
  expected	
  distribu1on	
  and	
  finally	
  compare	
  the	
  
devia1ons	
  between	
  the	
  expected	
  and	
  the	
  calculated	
  distribu1ons.	
  

• Any	
  devia1on	
  between	
  the	
  expected	
  and	
  the	
  es1mated	
  distribu1ons	
  will	
  
help	
  to	
  decide	
  if	
  the	
  image	
  is	
  a	
  stego	
  or	
  not.
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StegBennie	
  Algorithm	
  (cont’d)
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Quan1sed	
  DCT	
  coefficient-­‐based	
  analysis
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Comparisons	
  with	
  exis1ng	
  tools

32

!

• Ben-­‐4D	
  tested	
  on	
  500	
  original	
  
images	
  each	
  with	
  three	
  stego	
  
variants	
  (1,500	
  stego	
  images),	
  
across	
  3	
  resolu1ons	
  (320x240,	
  
600x320	
  and	
  800x600)	
  

• 	
  Three-­‐stage	
  tes1ng	
  of	
  
StegBennie	
  versus	
  StegDetect	
  

– exis1ng	
  image	
  processing	
  
tes1ng	
  set	
  

– training	
  data	
  from	
  the	
  set	
  above	
  
– own	
  generated	
  smartphone	
  
data	
  set



Further	
  work	
  -­‐	
  Ben-­‐4D

• Support	
  for	
  detec1on	
  of	
  more	
  steganography	
  
tools.	
  

• Other	
  types	
  of	
  JPEG	
  coding.	
  	
  
• Support	
  for	
  other	
  popular	
  image	
  formats	
  (BMP,	
  
GIF).	
  	
  

• Put	
  on	
  github.
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Further	
  work	
  -­‐	
  StegBennie

• Consider	
  the	
  effect	
  of	
  the	
  size	
  of	
  the	
  embedded	
  data	
  
and	
  measure	
  its	
  impact	
  on	
  the	
  overall	
  validity	
  of	
  the	
  
method.	
  

• Fu	
  et	
  al.	
  (2007)	
  observed	
  that	
  the	
  distribu1ons	
  of	
  first	
  
digits	
  of	
  the	
  coefficients	
  of	
  the	
  blocks	
  of	
  the	
  JPEG	
  images	
  
before	
  the	
  quan1za1on	
  step	
  during	
  the	
  compression	
  of	
  
the	
  image	
  adhere	
  to	
  the	
  original	
  Benford’s	
  Law.	
  

• Apply	
  supervised	
  learning	
  algorithms	
  on	
  the	
  training	
  set.	
  
• Open	
  source	
  dissemina1on	
  via	
  ForToo	
  website.
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  You
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