
D3: Integration Report 1 

European Commission 
Directorate-General Home Affairs 

Prevention of and Fight against Crime Programme  

 

HOME/2010/ISEC/AG/INT/002 
ForToo – Forensic Tools against Illegal Use of the Internet 

 

D3: Integration Report 

Work package(s):   WP3: Integration 
Contractual delivery date: 30 Sep 2014 
First publication date:  30 Sep 2014 
Actual delivery date:  30 Sep 2014 
Leading partner:  UGCS (University of South Wales) 
Contributing partners: University of Bristol 
Editor:    Dr. Huw Read 
Contributors:   Mr. Konstantinos Xynos, Dr. Theo Tryfonas 
Internal Reviewers:  Prof. Iain Sutherland, Dr. John May 
Version:   1.1 

 
Executive Summary: 
This report (a.) documents the tool integration specification with the forensics version 
of the DEViSE platform for security data analytics and visualization, and (b.) provides 
guidance to third-party developers on how to integrate their own tools with this 
platform. 

 
 

 
With the support of the Prevention of and Fight against Crime Programme 

European Commission - Directorate-General Home Affairs 
 

This project has been funded with the support of the Prevention of and Fight against Crime Programme of 
the European Commission - Directorate-General Home Affairs. This publication reflects the views only of 
the author, and the Commission cannot be held responsible for any use which may be made of the 
information contained therein. 

 
 

 
 
 



D3: Integration Report 2 

 
 
 

Deliverable Details 

 

Version Number of Deliverable: Version 1.1 

 
 

Contract Number: N/A 

 
 

Date of Document: 30 Sep 2014 

 
Details of 
Deliverable 
Authors: 
 

Dr. Huw Read 
Faculty of Advanced Technology, University of South Wales 
Pontypridd, Rhondda Cynon Taf 
CF37 1DL 
Telephone: 01443 65287 
Email: huw.read@southwales.ac.uk 
 
Mr. Konstantinos Xynos 
Faculty of Advanced Technology, University of South Wales 
Pontypridd, Rhondda Cynon Taf 
CF37 1DL 
Telephone: 01443 654000 
Email: k.xynos@southwales.ac.uk 
 
Dr. Theo Tryfonas 
Faculty of Engineering 
University of Bristol 
Bristol BS8 1TR 
 

Internal Reviewers Professor Iain Sutherland 
USW Commercial Services, University of South Wales 
Pontypridd, Rhondda Cynon Taf 
CF37 1DL 
 
Dr John May 
Faculty of Engineering 
University of Bristol 
Bristol BS8 1TR 

  



D3: Integration Report 3 

Table of Contents 

Deliverable Details ................................................................................................ 2 

1. Introduction .................................................................................................. 5 

2. Using DEViSE ................................................................................................. 6 

Starting DEViSE .................................................................................................................. 6 

Starting Visualisation Tools ........................................................................................... 7 

Sending Data Between Visualisation Tools ............................................................. 8 

Visualisation Tool Integration ................................................................................... 10 

Case Study Scenario ....................................................................................................... 11 

3. Integration Specification for DEViSE Applications ......................................... 13 

Name .................................................................................................................................... 13 

Classification..................................................................................................................... 13 

Description ........................................................................................................................ 13 

Objects ................................................................................................................................ 13 

Column Headings ............................................................................................................. 13 

Data Items in Lists .......................................................................................................... 13 

Additional Features ....................................................................................................... 13 

Name .................................................................................................................................... 14 

Classification..................................................................................................................... 14 

Description ........................................................................................................................ 14 

Objects ................................................................................................................................ 14 

Source IP Addresses ...................................................................................................... 14 

Destination IP Addresses ............................................................................................. 14 

Horizontal Lines .............................................................................................................. 14 

Additional Features ....................................................................................................... 14 

Name .................................................................................................................................... 15 

Classification..................................................................................................................... 15 

Description ........................................................................................................................ 15 

Objects ................................................................................................................................ 15 

Dots ...................................................................................................................................... 15 

Additional Features ....................................................................................................... 16 

Name .................................................................................................................................... 16 

Classification..................................................................................................................... 16 

Description ........................................................................................................................ 16 

Objects ................................................................................................................................ 17 

Text at top of lines .......................................................................................................... 17 



D3: Integration Report 4 

Grey Background ............................................................................................................ 17 

Additional Features ....................................................................................................... 17 

Name .................................................................................................................................... 18 

Classification..................................................................................................................... 18 

Description ........................................................................................................................ 18 

Objects ................................................................................................................................ 18 

Buttons with tool names .............................................................................................. 18 

Appendix – Integration method case study.......................................................... 19 

 
  



D3: Integration Report 5 

1. Introduction 
This document has been created as the D3 deliverable milestone, Integration 
Report. It is intended to demonstrate how the tools developed through the 
duration of the project can be effectively integrated with the data storage, analysis 
and visualization platform developed by USW (UGCS). This document is separated 
into two parts: 
 

 Main report – containing guidance on use of the platform and development 
of applications in a way that allows for data integration. 

 Appendix – featuring a case study, walking through integrating mobile 
evidence (forensic artefacts acquired from mobile phones) to the 
visualization platform. 

 
The two parts of this deliverable are closely related. In more detail, the first part 
presents a detailed walkthrough of typical system usage, expanding upon the 
concepts highlighted subsequently in the appendix. The appendix is in essence an 
academic paper that was written and submitted to a high profile conference with 
a European focus, detailing the architecture of the system and its benefits. 
 
A worked example using the developed system is provided; this is intended to be 
used as a tutorial to assist understanding of the platform. It takes the form of a 
case study, with a forensic investigator trying to obtain a greater understanding 
of the data present on a set of mobile phones. The investigator uses the system to 
visualize data of interest and to pass subsets of relevant data between different 
visualization tools. 
 
The appendix contains the paper titled “An extensible platform for the forensic 
analysis of social media from multiple devices” that has been submitted to the 
Digital Forensics Research Workshop (DFRWS). The paper has been submitted to 
the European version of the aforementioned venue (DFRWS EU1) on the 22nd 
September 2014 and the notification of acceptance is expected on 10th December 
2014. As the acceptance results are unknown at the time of writing, we have not 
included this publication to the formal publications list of the project. 
 

 
  

                                                        
1 http://www.dfrws.org/2015eu/  

http://www.dfrws.org/2015eu/
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2. Using DEViSE 
 

Starting DEViSE 
 
The visualization process always begins with the History Manager application. It 
is a management front-end tool that tracks the progress from one tool to another, 
capturing the users progress through the data set. The History Manager is a front-
end to the invocation process that happens behind the scenes when one 
visualisation invokes another via its context sensitive objects. This allows 
previous visualisations to be re-run later. 
 
 

 
Figure 1: History Manager logs an investigators visualization activities 
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Starting Visualisation Tools 
 

 
Figure 2: Selecting File > Start Application to Initiate new Visualisation Tool 

Visualisation tools must initially be invoked via the History Manager. Although the 
tools are separate applications, the History Manager records their interactions 
with other tools. Selecting File > Start Application introduces a new window as 
seen in Figure 2. A number of options are presented: 

 Application  (name and location) 
This is the name of the back-end manager and should not be changed. 

 SOAP Server Address 
This is the address of where the Cloud data store/query interface lies. 
Under normal circumstances, this is on the local machine (localhost). 

 File to send 
This is where an investigator chooses an application to launch. Rather than 
launching an executable directly, a script is run containing details such as 
the path to executable and extended metadata including the tool name, 
description and additional default arguments to the appended at launch. 

 Extra options 
Different applications may have special options that can be set as 
command-line arguments. If known, they may be set in the “Extra options” 
field and passed to the application at launch. 

 
In this particular example, a visualization tool called Timeline has been selected. 
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Sending Data Between Visualisation Tools 
 
Different areas in visualization tools act like hotspots; these are context-sensitive areas 

in the visualization that represent a type and quantity of data. What can or cannot be a 

hotspot has not been formally defined; just intuitively placed such that an investigator 

using the tool can interact with the application. In Figure 3, the background of the 

Timeline tool is just such a hotspot. The Appendix has a summary of typical hotspots 

found in some applications in DEViSE. 

 

 
Figure 3: Timeline showing social media usernames 

 

When an investigator interacts with a hotspot, i.e. by right-clicking or selecting a set of 

information, DEViSE performs a real-time scan to find other visualization applications 

that accept the data type and quantity. The results are presented in the form of a menu 

at the location of the interaction. This can be seen in Figure 4. The Scattergraph tool 

has been selected to visualize the selected set of data from the Timeline tool.  
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Figure 4: Selecting a compatible visualisation tool 

 
After the Scattergraph tool has been selected, the Scattergraph application loads 
and visualizes the subset of data from the Timeline application (Figure 5). As all 
the data from Timeline has been selected, the dataset in Scattergraph remains the 
same. The visualization however presents quite a different image to the 
originating Timeline. 
 

 
Figure 5: The Scattergraph receives data from the Timeline tool  
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Visualisation Tool Integration 
 
Integrating new visualization tools into the existing visualization platform creates 
a number of new components: 
 

 Configuration Document (C-DOC) 
The C-DOC holds all the configuration data about a tool, such as acceptable 
input, location on the hard disk and a brief description of the tools’ function. 
There may be more than one C-DOC associated with any one tool.  

 
 Information Document (I-DOC) 
An I-Doc is an XML file automatically generated by an application after a user 
clicks an object and selects a tool to pass data onto, stored with a unique name 
so that it is not overwritten.  

 
These core components are described in further detail in Deliverable 2, section 2 
“DEViSE Component”. This should be referenced for the XML structure of the C-
DOC and I-DOC formats. 
 
During the development of the visualization tools, the structure of the 
configuration directories under Ubuntu have been altered from the original design 
deliverable D1. This decision was taken to reflect more closely the directory 
structure of Linux. The following structure describes the locations of DEViSE 
components: 
 
/opt/devise/tool_name 

The path to the visualization application. 
 
/etc/devise/toolconf 

The location of the tool Configuration Documents (C-DOC). 
 
/etc/devise/tool_name 

Any other settings required by the visualization tool.  
 
/etc/devise/namemap 

The list of all available data types visualization tools can query. 
 

Applications must implement the following functionality in order to be compatible 
with the other visualization tools: 

 Sending data via I-DOCs between visualization tools as described in D2. 
 Identifying other tools to which the application can send data. This is 

performed by identifying matches in the C-DOCs. 
 
For both of these functions, a shared python library has been developed and can 
either be imported directly or the source code analysed for implementation in 
another programming language. 
/usr/lib/python2.7/dist-packages/devise.py 
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Case Study Scenario 
The potential sources for social media data include the user’s end device, 
communication network and the corporate servers supporting the application. 
Access to corporate servers may be a lengthy legal process leading investigators 
to consider other possible sources. Therefore the case study uses data collected 
directly from smart phones. 
 
A simple scenario was developed to test the system, with three volunteers 
carrying out typical social media communication across several platforms such as 
instant messages, voice over IP and different devices. As part of the study the 
individuals also shared documents using Google Drive and email. The simulated 
criminal activity is the selling of illegally obtained information and software. Much 
of the discussion between the phone owners take place over Facebook and 
Twitter; in particular making use of Twitter’s direct messaging function and 
Facebook’s Messenger application. 
 
The tasking was to examine the social media communications to identify any 
evidence of nefarious activity. The History Manager captures the process used by 
the investigator. However, the thread of communication occurs over several social 
media types. In particular the following are found during an investigation of 
applications found on the cell phones: 
 

● com.twitter.android/db/xxxxxxxxxx.db 
● com.facebook.orca/db/threads_db2 

 
These SQLite files contain private messages between the phone owner and others. 
The investigator begins by ingesting the files of interest into the data store. Once 
these have been parsed, the investigator opens the Timeline tool to obtain an 
appreciation of the timescales in the data. 
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Figure 6: Rapid visual investigation. Timeline (Top Left) to Scattergraph (Top Right) to InfoList 

(Bottom) 

 
The investigator then searches for correlations between the different usernames 
and social media formats found. To do this the investigator interacts with the 
Timeline tool (Figure 6, Top Left) by clicking the background, which initiates a 
search for other tools in the architecture that can take these visualised data-types 
as input. The Scattergraph tool is selected, and the dataset is transferred, as an 
IDOC XML file. This is stored in the History Manager and can be accessed at a later 
date if required. 
 
The Scattergraph tool (Figure 6, Top Right) initially shows the two types of data it 
was provided (Date/Time and Usernames). The axes are altered to show the 
Source Interaction against the Usernames. This highlights how users sent 
messages via different social media formats. From this visualisation, the 
investigator now wants to look at the actual messages sent, across all social media 
types, ordered by time. 
 
The Infolist application (Figure 6, Bottom) provides a view that lets the 
investigator see the messages sent in time order. It includes all social media 
formats from this case study and is not focused purely on one type. 
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3. Integration Specification for DEViSE Applications 
 

 
Figure 7: Infolist 

 

Name 

Infolist, version 1.0 

Classification 

Informational, Raw-data 

Description 

Infolist resembles spreadsheet applications like Microsoft Excel and OpenOffice 
Calc. It queries the database based on the types of data required and creates lists 
of each data type. It can visualise any type of data in the database. 

Objects 

Column Headings 

Left-clicking on a heading arranges all the data by that data type, by ascending / 
descending order. 

Data Items in Lists 

Left-clicking on items of data in a list selects / deselects multiple items. After 
making a selection, right-click provides the user with a sub-list of tools that can 
accept the number of selected items and the data-type represented by the list. 

Additional Features 

Before Infolist is loaded a front-end application is initialised which confirms the 
data-types currently being sent. The user may manually add extra data-types by 
right-clicking in the indicated area. Upon clicking OK Infolist retrieves the new list 
and displays it in a window. 
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Figure 8: NetAnalysis 

Name 

Net Analysis Visualisation, version 1.0 

Classification 

Analytical, Logical 

Description 

A line is drawn between the source and destination of an event. This application 
is particularly effective visualising multiple attacks coming from a single source or 
going to a single destination.  

Objects 

Source IP Addresses 

Right-clicking a source IP address provides a list of tools that accept this data type 
as input. 

Destination IP Addresses 

Right-clicking a destination IP address provides a list of tools that accept this data 
type as input. 

Horizontal Lines 

Right-clicking a line provides a list of tools that accept event ids, source IP's, 
destination IP's and the source / destination IP combo type. 

Additional Features 

Hovering the mouse on a line provides detailed information about the event type. 
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Figure 9: Scattergraph 

Name 

Scattergraph, version 1.0 

Classification 

Informational, Raw-data 

Description 

Scattergraph provides a horizontal and vertical axis and takes any form of data 
available in the database with which is put on the axis. Data on the axis is, by 
default, sorted alphabetically, however special consideration is given to date/time 
and ip address types. Date/time is converted into a single integer value before 
sorting to ensure correct time order is kept. IP addresses are converted into 
integer representations to ensure they are sorted correctly. Dots are drawn at the 
position between horizontal and vertical when the respective data intersects. If 
there are several intersections at one point, the additional events are appended to 
the existing dot. 

Objects 

Dots 

Right-clicking on any dot takes the collection of events represented by it and 
provides a sub-menu. The sub-menu contains a selection of tools that accept this 
many events, and either of the data-types currently being visualised as input. 

The size of the dots indicate, relatively, which x/y intersects are the most common 
in the dataset. 
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Additional Features 

Hovering over a dot provides a brief pop-up that lists the horizontal and vertical 
data the dot represents, along with a list of all the events held within it. The options 
menu contains an entry called “change axis” that refreshes the Scattergraph with 
different horizontal / vertical data. By holding and dragging the mouse, several 
dots may be selected simultaneously. 
 

 

 
Figure 10: Timeline 

Name 

Timeline, version 1.0 

Classification 

Analytical, Temporal/Logical 

Description 

Timeline uses the date/time of an event to produce a diagram where the earliest 
event to occur appears on the left, the last event to occur appears on the right, and 
all other events in between are staggered accordingly. The time value appears at 
the bottom of the visualisation, whilst the eventid appears toward the top. The 
data toward the top can be changed. A slider bar near the bottom allows the 
timerange to be altered in real-time, stretching out the events making them easier 
to read, or bringing them closer together. 
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Objects 

Text at top of lines 

Right-clicking on any of the text boxes that appear at the top of lines will produce 
a sub-menu of tools that accept the type of data currently being shown and the 
event represented by that particular box. 

Grey Background 

Right-clicking on the grey background creates a sub-menu of the tools that accept 
the current data shown in the top text boxes and contains all the eventid's 
currently being visualised in the tool. 

Additional Features 

The first, “Timerange allows the user to manually enter an alternative start and 
end time. The database is queried and all events between these two dates are 
visualised. The second selection is a cascade menu entitled “Show me...” which 
opens to popular data types. Clicking on any of the types changes the text at the 
top of the lines. 
 

 

 
Figure 11: History Manager 
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Name 

History Manager, version 1.0 

Classification 

Managerial, Logical  

Description 

History Manager is not a visualisation in the sense of the other tools; it is a front-
end to the invocation process that happens behind the scenes when one 
visualisation invokes another via its context sensitive objects. It is a management 
front-end that tracks the progress from one tool to another and allows previous 
tool to be re-invoked later. 

Objects 

Buttons with tool names 

Left-clicking a button will show a preview of the commands executed in the 
bottom pane. Right-clicking allows the user to re-invoke the tool with the specific 
settings to view the visualisation again. 

The File menu provides additional functions, “Start Application”, “Load”, “Clear 
Window” and “Save”. 
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Appendix – Integration method case study 
Based on “An extensible platform for the forensic analysis of social media from 
multiple devices”, a paper submitted for review to the European version of the 
Digital Forensics Research Workshop (DFRWS EU, www.dfrws.org/2015eu/). 
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