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The	
  Android	
  paVern	
  lock	
  screen	
  is	
  a	
  popular	
  graphical	
  authen8ca8on	
  scheme.	
  Apps	
  made	
  for	
  
other	
  O.S.	
  mimic	
  the	
  func8onality	
  and	
  usability	
  it	
  offers	
  and	
  the	
  method	
  is	
  spreading	
  to	
  other	
  
areas	
  of	
  interest	
  to	
  cover	
  various	
  needs	
  (e.g.	
  user	
  authen8ca8on	
  for	
  mobile	
  banking	
  apps).	
  	
  	
  

Exis8ng	
  methods	
  to	
  bypass	
  the	
  security	
  mechanism	
  
require	
  the	
  USB	
  Debugging	
  Mode	
  to	
  be	
  
	
  enabled.	
  
	
  
Other	
  methods	
  need	
  the	
  use	
  of	
  the	
  ADB	
  
tool	
  to	
  be	
  installed	
  from	
  the	
  Android	
  SDK	
  (available	
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  Vulnerabili8es:	
  
o  Shoulder	
  surfing	
  
o  Smudge	
  aVacks	
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  Survey	
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d)	
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  Bigrams	
  
e)	
  Popular	
  	
  
	
  	
  	
  	
  Trigrams	
  

c)	
  Monogram	
  	
  	
  	
  	
  	
  	
  
	
  	
  	
  appearance	
  

f)	
  Popular	
  	
  	
  	
  	
  
	
  	
  	
  Fourgrams	
  

Different	
  samples	
  of	
  Android	
  users	
  provided	
  the	
  same	
  answers	
  in	
  different	
  periods	
  of	
  8me,	
  showing	
  that	
  
there	
   exist	
   human	
   driven	
   rules	
   that	
   dictate	
   biased	
   input	
   during	
   the	
   paVern	
   lock	
   screen	
   forma8on.	
  
Exploita8on	
  of	
  these	
  rules	
  in	
  collabora8on	
  with	
  the	
  outcome	
  of	
  automated	
  smudge	
  aVacks	
  (using	
  neural	
  
networks	
   on	
   our	
   exis8ng	
   paVern	
   dataset)	
   will	
   produce	
   a	
   list	
   of	
   possible	
   passwords.	
   The	
   goal	
   is	
   to	
  
minimize	
  the	
  possibility	
  the	
  phone	
  to	
  be	
  locked	
  aWer	
  a	
  series	
  of	
  invalid	
  inputs	
  and	
  provide	
  a	
  forensically	
  
sound	
  solu8on	
  to	
  access	
  the	
  device	
  without	
  gaining	
  super-­‐user	
  privileges.	
  	
  

Image	
  Processing	
  
module	
  –	
  Extract	
  

traces	
  from	
  residues	
  

Calculate	
  possible	
  
passwords	
  Evaluate	
  on	
  device	
  

(applicable	
  for	
  <	
  20	
  
aVempts)	
  

We	
  are	
  developing	
  an	
  app	
  (which	
  will	
  be	
  the	
  final	
  deliverable)	
  able	
  to	
  perform	
  the	
  following	
  work	
  
circle:	
  a)	
  Take	
  a	
  hi-­‐res	
  picture	
  of	
  the	
  screen	
  under	
  certain	
  circumstances	
  [3],	
  b)	
  Process	
  image	
  using	
  
various	
  algorithms	
   (described	
  below),	
   c)	
  Calculate	
  a	
   list	
  with	
  possible	
  paVerns	
  based	
  on	
  an	
  ANN	
  
approach	
   and	
   on	
   informa8on	
   gathered	
   from	
   b	
   (extracted	
   nodes,	
   direc8onality).	
   The	
   evalua8on	
  
part	
  is	
  not	
  automated.	
  The	
  inves8gator	
  follows	
  the	
  recommenda8on	
  list	
  un8l	
  the	
  device	
  becomes	
  
accessible.	
  (There	
  is	
  an	
  OS	
  limita8on	
  that	
  totally	
  locks	
  the	
  phone	
  aWer	
  20	
  non	
  successful	
  inputs.)	
  	
  	
  	
  	
  	
  

o  In	
  general	
  we	
  aim	
  to	
  extend	
  exis8ng	
  
OpenCV	
  func8ons.	
  

o  Decolourisa8on:	
   Choose	
   upon	
  
different	
   implementa8ons	
   of	
  
OpenCV	
  on	
  greyscaling.	
  

o  Fingerprint	
   detec8on	
   (as	
   part	
   of	
   a	
  
feature	
   detec8on	
   process)	
   to	
  
es8mate	
  direc8onality.	
  

o  Canny	
   Edge	
   Detec8on	
   in	
   order	
   to	
  
extract	
  the	
  contour	
  of	
  the	
  trace.	
  

o  Thresholding	
   to	
   separate	
   objects	
  
from	
   background	
   using	
   the	
   Otsu	
  
algorithm.	
  

Direction
Frequency of Trigrams Contained in Patterns

012 678 246 124 258 467 125 852 630 785
Left-To-Right 28% 19% 17% 16% 18% 13% 13% 13% 12% 11%
Right-To-Left 33% 24% 18% 18% 21% 15% 18% 6% 18% 15%
Top-To-Bottom 27% 45% 36% 32% 14% 45% 0% 9% 0% 5%
All 28% 21% 18% 17% 18% 15% 13% 12% 11% 11%

Table 10: Frequency of Trigrams Based on Direction of Native Writing

Handedness
Frequency of Trigrams Contained in Patterns

012 678 246 124 258 467 125 852 630 785
Ambidexterity 46% 39% 39% 32% 14% 29% 14% 11% 7% 11%
Left-Handed 32% 18% 21% 21% 14% 15% 13% 13% 11% 11%
Right-Handed 27% 21% 17% 17% 21% 16% 12% 12% 13% 11%
All 30% 22% 20% 20% 18% 17% 12% 12% 12% 11%

Table 11: Frequency of Trigrams Based on Handedness of Respondent

terns), only 6.9% were shapes that had 3 overlapping nodes.

Table 12 illustrates that among the secure patterns only
18.83% had at least one overlapping node and 9.09% con-
tained at least one knight move. The patterns that had one
overlapping node were the 93.1% of the aforementioned set.
The result shows that even if people have in mind that their
pattern should be secure, they do not form passwords with
overlapping nodes. When they do that they just overlap the
shape once.

The same observations can be made for the usage of knight
moves. Sometimes it is quite hard to include a knight move
in the pattern, not only because we do not think or know the
existence of such a possibility, but also because of the fact
that the grid is very narrow and it is physically hard to reach
two distant nodes. Table 12 confirms the assumption. Only
9.09% of the secure patterns contained at least one knight
move. Among them, the vast majority (64.29%) contained
one knight move, 14.29% contained two and a quite large
amount (21.42%) included seven knight moves. The latter
patterns were basically representations of asteroid shapes
and each edge was a knight move. Finally, only 2.6% of the
total set with secure patterns contained both overlapping
nodes and knight moves.

As a conclusion, attributes like overlapping nodes and knight
moves add to the complexity of a pattern and our results
show that there is a lack of willingness from the users to
include them to their secure patterns. This might also be
caused by the absence of su�cient guidance from the OS,
when someone enters a pattern to lock the screen for the
first time. Thus, more intensive training might be needed
for first time users about how to use and form more secure
patterns, including the presentation of the aforementioned
features.

5. CASE STUDY
The results of our survey and the analysis about various
usability and security features of the Android pattern lock
screen will be used in this section to demonstrate vulnera-
bilities that might occur by the predictability of the users’
behavior. We wrote a code that produces a list of all avail-
able patterns; the number of these patterns is indeed 389,112

Table 12: Overlapping Nodes and Knight Moves
within the Secure Patterns Set

Features Total Denomination

Overlapping Nodes 18.83%
93.1% 1 node
6.9% 3 nodes

Knight Moves 9.09%
64.29% 1 move
14.29% 2 moves
21.42% 7 moves

Both 2.6% 1 node & 1 move

Table 13: Number of Possible Patterns for the 9-
node Pattern Authentication Scheme

Length Unique Patterns
4 1624
5 7152
6 26016
7 72912
8 140704
9 140704

as [2] have previously shown. Table 13 shows the exact num-
ber of patterns according to their length. The logic we used
for the code is trivial; a brute force attack written in the
C programming language using a recursive function that
checked for all possible neighbors when a node is visited,
produced the number of unique patterns.

We will study the case where a usable (simple) pattern is
entered as a password in an Android device. Our survey
suggests that more that 50% of the users will start their pat-
terns from the top left corner, thus from node 0. Another
part of our survey reveals that over 85% of the provided
patterns crossed node 4. Using these remarks, we scanned
the pattern list and counted the number of shapes that in-
clude these characteristics, starting from node 0 and crossing
node 4. The results are concatenated in Table 14. This ta-
ble shows how the password space decreases when we make
the hypothesis that the user is among those that start their
patterns from node 0 and contain node 4. According to the
results of our survey these candidates are almost the half of
the population that use the pattern lock screen and prefer a

Table 14: Number of Possible Patterns for the 9-
node Pattern Authentication Scheme with Specific
Attributes

Attributes Length Unique Patterns

Starts at Node 0

4 154
5 684
6 2516
7 7104
8 13792
9 13792
4 82

Starts at Node 0
5 456

and
6 1948

Crosses Node 4
7 6152
8 12944
9 13792

Table 15: Decreasing the Password Space Using
More Attributes from the Survey

Length
Unique Patterns Unique Patterns
No Knight Moves No Knight Moves + (012)

4 44 1
5 160 6
6 442 20

convenient password.

An example that shows the problem of biased input can
be inferred by looking the set of patterns with the most
common length, which is 6 nodes. The overall number of
such patterns is 26,016 as Table 13 shows. However, if we
consider the category of people that start on node 0 and
cross node 4, then the password space shrinks significantly
as Table 14 suggests. We can see that the passwords that
start at node 0 are 2,516, but if we focus on those that
contain node 4, the number decreases more reaching 1,948
patterns. The shrinkage of the password space for patterns
with length 6 is approximately 90%.

In Section 4.4 we stressed that participants did not use suf-
ficient knight moves, even if they were aware that they were
providing a secure pattern. In the usable patterns set, 9.18%
of the respondents used overlapping nodes and only 3.78%
used knight moves. Therefore, the absence of knight moves
at a usable pattern is highly possible. If we limit our study
to focus on the usable patterns of the previous set that start
from node 0, cross node 4 and do not include knight moves,
then the new password space for patterns of length 4, 5 and
6 is shown in the second column of Table 15. We can now
see that the possible shapes with length 6 are 442. Finally,
if we include more elements in this case study we can fur-
ther decrease the password space. For example, one of the
most popular trigrams in our survey was the trigram (012).
The addition of this information to our case study results
the third column of Table 15. The patterns with length six
are limited to 20, passwords of length five are 6 and there is
only 1 choice for patterns with length four2.

The case study we presented here demonstrates that by us-

2A list of the patterns is provided at the Appendix A.

ing the results of our survey we can reduce the password
space of the Android pattern lock screen. If we combine this
kind of knowledge with facts that come directly from the
screen of a mobile device, such as traces or residues origi-
nated by the use of the phone, we can amplify our possibili-
ties to find the pattern that unlocks the device. Such traces
could be some nodes or edges (in other words bigrams and
trigrams) from the pattern.

6. CONCLUSIONS AND FUTURE WORK
The creation of a graphical password is a process that in-
volves visual stimuli, understanding of security and subcon-
scious biases driven by the way we are used to act in our daily
lives. In this paper we developed an application focused on
devices running the Android OS to conduct a survey that
would collect demographical data and sets of usable and
secure patterns. We analyzed these data to produce a map-
ping of heuristic rules that may a↵ect the formation of such
a graphical password. Subsequently, we gathered our find-
ings and used them on a case study to stress how important
the balance between usability and security is. To do that
we had to produce a list with all possible patterns. There-
fore, using some of our results we were able to demonstrate
that the password space of patterns with length 6 can be
decreased by 99.92%, resulting to 20 choices out of 26,016.

We collected responses from 388 unique participants and the
analysis of their data allowed us to validate results presented
in previous studies. The added value of our contribution to
the clarification of previous knowledge is the fact that our
approach simulated the exact procedure on real devices com-
pared to other studies that use the Web or pen-and-paper
surveys. We justified existing biases such as the trend to
start the pattern from the top left node and the inclusion
of node 4 to the vast majority of patterns. Also, the sur-
vey showed that participants would prefer to use a simple
pattern against a more complex. We examined the e↵ect
handedness, symmetry and native writing style have on the
perception of a usable pattern and illustrated the preference
to popular shapes that resemble Latin letters. We therefore
showed that our hypothesis, that users will be partially in-
fluenced by their handedness and the directionality of their
native writing, stands true in cases where a specific area of
the grid can be reached more easily by either left-handed or
right-handed users.

Entropy is a measure used to describe the uncertainty in a
random variable. As further work we would like to com-
pare our empirical results with entropic measures that are
commonly used in information theory. Another direction of
research would be the e�ciency evaluation of a password
meter that could inform the user about the strength of a
chosen password. Finally, the use of knight moves, over-
lapping nodes and starting points di↵erent than node 0 will
assure that such behavioral attacks like the one we presented
here, will not be able to break the chosen graphical password
easily.
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An example that shows the problem of biased input can
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common length, which is 6 nodes. The overall number of
such patterns is 26,016 as Table 13 shows. However, if we
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used knight moves. Therefore, the absence of knight moves
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are limited to 20, passwords of length five are 6 and there is
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The case study we presented here demonstrates that by us-
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ing the results of our survey we can reduce the password
space of the Android pattern lock screen. If we combine this
kind of knowledge with facts that come directly from the
screen of a mobile device, such as traces or residues origi-
nated by the use of the phone, we can amplify our possibili-
ties to find the pattern that unlocks the device. Such traces
could be some nodes or edges (in other words bigrams and
trigrams) from the pattern.

6. CONCLUSIONS AND FUTURE WORK
The creation of a graphical password is a process that in-
volves visual stimuli, understanding of security and subcon-
scious biases driven by the way we are used to act in our daily
lives. In this paper we developed an application focused on
devices running the Android OS to conduct a survey that
would collect demographical data and sets of usable and
secure patterns. We analyzed these data to produce a map-
ping of heuristic rules that may a↵ect the formation of such
a graphical password. Subsequently, we gathered our find-
ings and used them on a case study to stress how important
the balance between usability and security is. To do that
we had to produce a list with all possible patterns. There-
fore, using some of our results we were able to demonstrate
that the password space of patterns with length 6 can be
decreased by 99.92%, resulting to 20 choices out of 26,016.

We collected responses from 388 unique participants and the
analysis of their data allowed us to validate results presented
in previous studies. The added value of our contribution to
the clarification of previous knowledge is the fact that our
approach simulated the exact procedure on real devices com-
pared to other studies that use the Web or pen-and-paper
surveys. We justified existing biases such as the trend to
start the pattern from the top left node and the inclusion
of node 4 to the vast majority of patterns. Also, the sur-
vey showed that participants would prefer to use a simple
pattern against a more complex. We examined the e↵ect
handedness, symmetry and native writing style have on the
perception of a usable pattern and illustrated the preference
to popular shapes that resemble Latin letters. We therefore
showed that our hypothesis, that users will be partially in-
fluenced by their handedness and the directionality of their
native writing, stands true in cases where a specific area of
the grid can be reached more easily by either left-handed or
right-handed users.

Entropy is a measure used to describe the uncertainty in a
random variable. As further work we would like to com-
pare our empirical results with entropic measures that are
commonly used in information theory. Another direction of
research would be the e�ciency evaluation of a password
meter that could inform the user about the strength of a
chosen password. Finally, the use of knight moves, over-
lapping nodes and starting points di↵erent than node 0 will
assure that such behavioral attacks like the one we presented
here, will not be able to break the chosen graphical password
easily.
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Although	
  the	
  overall	
  password	
  space	
  of	
   the	
  Android	
  paVern	
   lock	
  screen	
  consists	
  of	
  389112	
  
different	
  passwords,	
  the	
  results	
  of	
  our	
  studies	
  show	
  that	
  if	
  we	
  take	
  into	
  account	
  biased	
  input,	
  
it	
  is	
  possible	
  to	
  limit	
  possible	
  passwords	
  and	
  achieve	
  our	
  goal.	
  

Below:	
  The	
  password	
  space.	
  
Right:	
  possible	
  paVerns	
  if	
  we	
  
know	
  one	
  or	
  two	
  nodes	
  from	
  
the	
  paVern.	
  

Reduced	
   password	
  
space	
   using	
   more	
  
traces	
  features	
  (e.g.	
  
knight	
   moves	
   and	
  
trigrams).	
  

o  Improvements	
  could	
  be	
  made	
  to	
  the	
  ini8al	
  concept	
  to	
  include	
  a	
  
hybrid	
   approach	
   when	
   we	
   design	
   the	
   neural	
   network	
   (NN)	
   to	
  
include	
  ‘fuzzy’	
   logic.	
  Such	
  a	
  system	
  will	
  be	
  able	
  to	
  incorporate	
  a	
  
mul8layer	
  perceptron	
  (MLP)	
  NN	
  with	
  decision	
  models	
  containing	
  
expendable	
   IF-­‐THEN	
   rules	
   adjusted	
   to	
   the	
   paVern	
   lock	
   screen	
  
case	
   (e.g.	
   IF	
   a	
   paVern	
   consists	
   of	
   knight	
   moves,	
   THEN	
   the	
  
likelihood	
  is	
  40%.)	
  

o  Also,	
  the	
  image	
  processing	
  module	
  can	
  be	
  further	
  improved	
  if	
  we	
  
know	
   the	
   constrained	
   environment	
   where	
   a	
   paVern	
   lives	
  
(depending	
  on	
  the	
  device	
  model).	
  

	
  

	
  


