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From Wireless Badgers…"
•  Overground: Easy"
•  Underground???"

o GPS won’t work…"

•  Oxford Univ. 2010"
•  Tunnel structure revealed"
•  Hardware"

o Custom wireless embedded 
device"

o Custom antenna"
•  Software: Contiki!"

Soil-net AnBadger, copyright © Cranfield University, 2008, Creative Commons Attribution-NonCommercial-ShareAlike 2.0 License"



The Contiki OS – Early"

•  8bit Micro, 32-128 KB Storage, 8-10KB 
RAM"

•  A. Dunkels, “Full TCP/IP for 8-bit 
architectures,” 2003"

•  uIP è Contiki OS"
•  uIPv6 (embedded TCP/IPv6)"
•  Embedded Firmware Size < 128 KB"
•  RAM Usage < 8 KB"



The Contiki OS – Now"

•  32-bit Arm CM3"
•  16-32 KB RAM"
•  256 – 512 KB Flash"

•  Dozens of supported platforms 
(official & unofficial)"

Contiki at CES 2014  
Thermostats, Lightbulbs and Demos"
•  http://contiki-os.blogspot.co.uk/2014/01/contiki-products-at-ces-2014.html"
•  https://www.youtube.com/watch?feature=player_detailpage&v=7qJEQvcu-cQ"



… to Hacked Lightbulbs"

http://www.bbc.co.uk/news/technology-28208905"



So, Security? Privacy???"

•  Location tracking for humans"
•  Can I hack your window open?"

•  Crypto?"
•  2048 RSA certificate in 32 KB RAM…"
•  Elliptic Curves (ECDH, ECDSA)"



GINSENG (FP7)"

4:18 T. O’Donovan et al.

Fig. 12. Sensor nodes deployed in the refinery.

of the system. The results were consistently positive, with targets for delay and relia-
bility being easily achieved, and demonstrating that the network works properly and is
well provisioned during this time. To capture the general characteristics of the system,
a longer-term experiment was running continuously for a two week period.

Given the focus of the research, the key metrics of interest are delay and reliability
of message delivery. The performance of the wireless sensor networks is investigated
in detail, as it is the dominant factor in determining overall system performance.
However, the performance of the backend infrastructure is analysed as well, including
its scalability. System performance in the context of monitoring-only applications and
also applications with automated control loops are investigated. Finally, a compari-
son of data obtained from the installed cabled monitoring system with data obtained
through GINSENG is carried out to show that GINSENG is a valid alternative to the
existing cabled system.

ACM Transactions on Sensor Networks, Vol. 10, No. 1, Article 4, Publication date: November 2013.
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IoT Research at Bristol"





ForToo"

•  Digital forensics for emerging technologies"
•  Smartphones"
•  Social networks"
•  Internet of Things"

This work has been supported by the European Union’s Prevention of and 
Fight against Crime Programme “Illegal Use of Internet” - ISEC 2010 Action 

Grants, grant ref. HOME/2010/ISEC/AG/INT-002. "
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RAM Contents of an 8051-based Micro  
Powered by a Contiki Firmware"
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Digital Forensics for the  
Internet of Things"

•  Zero-knowledge RAM carving"
•  Network topology reconstruction"

Joint  work  with  V.  Kumar,  T.  Tryfonas,  D.  Page  and  I.  Phillips	
	

  V.  Kumar,  G.  Oikonomou,  T.  Tryfonas,  D.  Page,  I.  Phillips,  "ʺDigital  Investigations  for  IPv6-‐‑Based  
Wireless  Sensor  Networks"ʺ,  Digital  Investigation  -‐‑  Special  Issue  Proc.  DFRWS  USA  2014,  Elsevier,  2014  

(in  press)	



Security, Privacy, Reliability for the IoT"

•  FP7 STREP: Grant no 609094"
•  Start: 1st September 2013  

Duration: 36 months"
•  Total Cost: €5,196,176.00"
•  Consortium:"

o  12 partners from 6 countries"
o  2 Local Authorities"

•  https://ict-rerum.eu"

This project has received funding from the European Union’s Seventh Programme for research, technological 
development and demonstration under grant agreement no609094."



Thank You!"
g.oikonomou@bristol.ac.uk	


