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Outline	  

ì Briefly	  on	  steganography	  and	  steganalysis	  

ì Briefly	  on	  Benford's	  Law	  and	  applica0ons	  

ì Briefly	  on	  the	  JPEG	  format	  

ì Applying	  Benford's	  Law	  to	  detect	  JPEG	  
steganography	  
ì Raw	  byte	  values	  (most	  details,	  fairly	  straighVorward)	  
ì DCT	  coefficients	  (briefly,	  requires	  some	  image	  

processing	  background)	  

ì  Further	  work	  



Data	  Hiding	  

ì  Data	  inser0on	  into	  
exis0ng	  data	  with	  
the	  inten0on	  of:	  
ì  fingerprin0ng	  
ì  digital	  watermarking	  
ì  covert	  

communica0on	  
The	  robustness	  of	  the	  host	  signal	  
reduces	   with	   the	   bandwidth	  
(volume)	  of	  embedded	  data.	  

More	  informa0on	  at:	  h[p://www.garykessler.net/library/fsc_stego.html	  



Types	  of	  Data	  Hiding	  	  

ì Media	  Management	  Layer	  
-  Use	  of	  areas	  that	  the	  OS	  is	  unaware	  of	  (Unallocated	  space,	  Host	  

Protected	  Area,	  Par00on	  Gap,	  MBR-‐area*)	  

ì  File	  System	  Layer	  
-  Exploita0on	  of	  file	  system	  structures	  vulnerabili0es	  (Slack	  

Space,	  NTFS	  Alternate	  Data	  Streams,	  Reserved	  inodes	  -‐	  EXT2/3)	  

ì  Applica0on	  Layer	  
-  Steganography	  

*Master	  Boot	  Record	  area	  



Steganography	  is	  not	  Cryptography	  

Steganography	  
ì  Alice	   and	   Bob	   want	   to	   hide	  

the	  fact	  they	  are	  exchanging	  
data	  through	  a	  medium.	  

Cryptography	  
ì  Alice	   and	   Bob	   exchange	  

messages	   using	   a	   special	  
communica0on	  format.	  They	  
do	   not	   hide	   their	   ac0vity,	  
they	   just	   protect	   their	  
privacy.	  

I	  read	  your	  SMS!	  



Embedding	  secret	  messages	  in	  images	  

ì  “Fuse”:	  
-  Embedding	  the	  secret	  

informa0on	  within	  the	  file	  
exploi0ng	  its	  file	  structure.	  

-  Could	  be	  used	  with	  
mul0ple	  file	  types.	  

ì  “Least	  Significant	  Bit	  
(LSB)	  Encoding”:	  
-  Hiding	  1	  bit	  of	  data	  in	  

every	  pixel	  of	  8-‐bit	  images.	  	  
-  Hiding	  3	  bits	  of	  data	  in	  

every	  pixel	  of	  24-‐bit	  images	  	  
ì  Very	  sensi0ve	  in	  change	  of	  

format	  and	  encoding	  of	  the	  
images	  (e.g.	  save	  from	  .GIF	  
to	  .JPEG).	  



ì  Hiding	  the	  le[er	  G	  in	  the	  following	  
bit	  stream:	  

10010101	  00001101	  11001001	  
10010110	  00001111	  11001011	  
10011111	  00010000	  

ì  G	  →	  01000111	  

10010100	  00001101	  11001000	  
10010110	  00001110	  11001011	  
10011111	  00010001	  

Example	  of	  
LSB	  encoding	  
manipulation	  



Embedding	  secret	  messages	  in	  images	  
(cont’d)	  

ì Takes	  advantage	  of	  the	  limita0ons	  of	  the	  human	  vision	  system	  (HVS).	  	  
ì Anything	  that	  can	  be	  coded	  into	  a	  bit	  stream	  can	  be	  embedded	  in	  an	  image.	  
ì 8-‐bit:	  	  

ì Small.	  
ì Only	  256	  colours	  available.	  	  

ì 24-‐bit:	  
ì Be[er	  for	  steganography	  
ì Large	  number	  of	  possible	  colours	  (>16M)	  exceeds	  HVS	  capabili0es	  for	  
differen0a0on.	  

ì Compression:	  
ì “lossy”,	  the	  secret	  message	  may	  lose	  integrity	  because	  the	  compression	  algorithm	  
reduces	  the	  image	  fidelity	  (JPEG).	  	  

ì “lossless”,	  retains	  image	  proper0es	  at	  the	  expense	  of	  image	  size	  -‐	  good	  for	  
steganography	  (GIF,	  BMP).	  



Steganography	  
	  
	  

ì  Historic	  Facts	  -‐	  Examples:	  

ì  Using	  wax	  tablets	  

ì  On	  messengers’	  bodies	  

ì  Invisible	  Ink	  

ì  Using	  different	  typefaces	  
(normal	  or	  italic)	  or	  spacing	  

ì  Microdots	  

ì  Hide	  messages	  behind	  
postage	  stamps	  

ì  Etc.	  

is	  the	  art	  of	  concealing	  a	  ‘signal’	  within	  
another	  ‘signal’	  (informal	  defini0on).	  

	  

Terminology:	  
Comes	  from	  the	  Greek	  words	  στεγανός	  and	  

γράφειν	  (concealed	  wri0ng)	  
	  

Payload:	  data	  to	  be	  covertly	  communicated	  

Carrier:	  signal	  into	  which	  the	  payload	  is	  
hidden	  
Channel:	  type	  of	  input,	  e.g.	  JPEG	  images	  

Stego:	  the	  resul0ng	  signal	  
Suspect,	  candidate:	  set	  of	  files	  considered	  
likely	  to	  contain	  a	  payload	  



Steganography	  in	  the	  news	  



Steganography	  on	  the	  TV	  



Applications	  of	  steganography	  over	  computer	  
networks	  

ì “Covert	  Channels”	  -‐	  crea0on	  of	  a	  secret	  channel	  
over	  a	  communica0on	  network	  	  	  

ì “Containers”	  -‐	  secret	  messages	  in	  seemingly	  
innocent	  communica0ons	  e.g.	  picture	  
a[achments	  containing	  design	  documenta0on	  	  

ì “Digital	  Watermarking”	  -‐	  for	  protec0on	  of	  
intellectual	  property	  and	  the	  detec0on	  of	  illegal	  
use	  of	  copyrighted	  materials	  



Digital	  Watermarking	  

Watermarks	  can	  be	  used	  to:	  

ì  record	  the	  copyright	  owner	  or	  
the	  distributor	  

ì  track	  the	  distribu0on	  chain	  
and	  iden0fy	  the	  purchaser	  of	  
the	  media	  

	  
	  

Are	  media	  features	  added	  during	  their	  
produc0on	  or	  distribu0on.	  	  

Digital	  watermarks	  are	  steganographically	  
embedded	  within	  the	  data.	  

	  
Watermarks	  are	  not	  DRM	  mechanisms,	  but	  
they	  can	  be	  used	  as	  part	  of	  a	  copyright	  

enforcement	  system.	  	  



Steganalysis	  

ì  Steganalysis	  is	  the	  process	  of	  detec0on	  
and	  extrac0on	  of	  hidden	  messages	  from	  
a	  carrier.	  

ì  It	  uses	  sta0s0cal	  and	  mathema0cal	  
techniques	  to	  reduce	  as	  much	  as	  possible	  
the	  range	  of	  	  suspicious	  files.	  
ì  But	  some0mes	  all	  files	  may	  be	  suspected.	  	  	  
ì  Embedded	  content	  may	  be	  encrypted.	  



Types	  of	  steganalysis	  

ì Stego	  only	  a[ack	  –	  where	  available	  is	  only	  the	  stego-‐object	  
(carrier).	  	  

ì Known	  cover	  a[ack	  –	  ini0al	  cover	  object	  and	  corresponding	  
stego	  object	  available	  to	  the	  analyst	  	  	  	  

ì Known	  message	  a[ack	  –	  the	  secret	  message	  is	  available	  along	  
with	  the	  stego	  object.	  

ì Chosen	  stego	  a[ack	  –	  the	  algorithm	  (stego	  tool)	  	  and	  the	  stego-‐
object	  are	  available.	  	  	  	  

ì Chosen	  message	  a[ack	  –	  for	  given	  secret	  message	  we	  can	  
create	  the	  corresponding	  stego	  object.	  	  

ì Known	  stego	  a[ack	  –	  the	  algorithm	  (stego	  tool),	  the	  cover	  
object	  	  and	  the	  stego-‐object	  are	  available.	  	  

*More	  info:	  SANS	  Ins0tute	  



Steganography	  Tools	  

Text	   Image	  

Sound	  



Steganography	  Tools	  

Disc	  and	  file	  system	  

Miscellaneous	  



Steganalysis	  Tools	  



Modern	  steganalytic	  methods	  using	  ML	  

ì  “Detec0on	  of	  Double-‐
Compression	  in	  JPEG	  Images	  for	  
Applica0ons	  in	  Steganography	  
(IEEE	  TIFS	  2008)”	  

ì  Neural	  Networks	  (NN)	  and	  
Support	  Vector	  Machines	  
(SVM)	  u0lized.	  

ì  Benford’s	  Law	  was	  used	  among	  
other	  features	  	  

ì  “Ensemble	  Classifiers	  for	  
Steganalysis	  of	  Digital	  Media	  
(IEEE	  TIFS	  2012)”	  

ì  Accuracy:	  supervised	  
classifica0on	  with	  SVM	  

ì  Drawback:	  Long	  training	  steps,	  
high	  complexity	  

ì  Ensemble	  classifiers	  here	  are	  
implemented	  as	  random	  
forests	  tested	  on	  nsF5,	  YASS,	  
and	  MBS	  algorithms	  



The	  Benford’s	  Law	  
(Images	  from	  Wikipedia)	  



Benford’s	  Law	  -‐	  historical	  facts	  	  

ì 1881,	  Newcomb	  observed	  that	  the	  first	  pages	  
of	  books	  with	  logarithmic	  tables,	  then	  heavily	  
used	  for	  computa0on,	  were	  a	  lot	  more	  worn	  
out	  than	  the	  last	  ones.	  	  

ì Benford	  observed	  and	  abstracted	  formally	  this	  
behaviour	  for	  random	  data	  sets	  around	  1938.	  	  
- Empirical	  law,	  a	  sa0sfactory	  explana0on	  of	  which	  was	  provided	  

by	  Hill	  (1996).	  	  

ì This	  phenomenon	  can	  be	  observed	  and	  be	  of	  
use	  in	  mul0ple	  domains	  and	  types	  of	  data	  sets.	  



Benford’s	  Law	  –	  First	  Digit	  Law	  

ì  The	  leading	  digit	  n,	  n	  in	  {1,	  …,	  9}	  in	  a	  
uniformly	  and	  randomly	  distributed	  
set	  of	  data	  has	  a	  probability	  of	  
occurrence	  that	  can	  be	  expressed	  
with	  the	  equa0on:	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  n	  =	  1,	  …,	  9	  

The	  Law	  can	  be	  extended	  for	  other	  
logarithmic	  bases.	  For	  b	  =	  10	  the	  
following	  holds:	  

P(n) = ℓog10 1+
1
n

!

"
#

$

%
&

n	   1	   2	   3	   4	   5	   6	   7	   8	   9	  

P(n)	   30.1%	   17.6%	   12.5%	   9.7%	   7.9%	   6.7%	   5.8%	   5.1%	   4.6%	  



Lead	  digit	  distribu0on	  examples	  
in	  natural	  data	  sets	  



Various	  applications	  of	  Benford’s	  Law	  

ì  Hal	  Varian	  (1972)	  proposed	  its	  use	  for	  detec0ng	  fraud	  in	  socio-‐
economic	  data	  repor0ng.	  	  

ì  Used	  widely	  to	  detect	  fraud	  in	  transac0onal	  data	  (e.g.	  Nigrini,	  
2000	  and	  others),	  as	  implemented	  within	  audit	  packages	  (ACL,	  
IDEA	  etc.).	  	  

ì  Acceptable	  in	  courts	  of	  law	  in	  the	  US.	  

ì  Used	  to	  analyse	  the	  2009	  elec0on	  results	  in	  Iran	  to	  prove	  rigging.	  

ì  Limita0on:	  The	  law	  may	  be	  true	  for	  a	  set	  of	  items	  but	  not	  for	  a	  
certain	  subset	  of	  it.	  



Specific	  application	  of	  Benford’s	  law	  for	  
steganalysis	  

ì  Fu,	  Shi	  &	  Sub	  
ì  examined	  the	  byte	  value	  distribu0ons	  in	  the	  	  

pixel	  domain	  (unsuccessful)	  as	  opposed	  to	  
the	  Discrete	  Cosine	  Transform	  (DCT)	  values	  
(that	  seems	  to	  obey	  Benford's	  law)	  

ì  generalised	  the	  law	  to	  apply	  in	  detec0on	  of	  
watermarked	  images	  

ì  We’ll	  follow	  up	  this	  idea	  later	  (approach	  
#2	  in	  this	  set	  of	  slides)	  



The	  JPEG	  format	  (I)	  

ì  The	   jpeg	   standard	   specifies	   the	  way	  of	   coding	  and	  
decoding	   an	   image.	   In	  other	  worlds,	   it	   defines	   the	  
process	   of	   compressing	   the	   image	   into	   a	   byte	  
stream	  and	  decompressing	  the	  byte	  stream	  back	  to	  
form	  the	  image.	  

ì  The	   jpeg	   compression	   is	   lossy	   which	   means	   that,	  
during	   the	   compression,	   there	   is	   informa0on	   that	  
will	  be	   lost	  but	  this	  will	  not	  drama0cally	  affect	  the	  
final	   result	   (depends	   on	   the	   compression	   rate	   we	  
will	  use).	  	  



The	  JPEG	  format	  (II)	  

ì  The	   structure	   of	   a	   jpeg	   image	   follows	   the	   logic	   of	  
con0nuous	  segments	  .	  

ì  Each	   segment	   begins	   with	   a	   marker	   which	   begins	  
with	  an	  ‘FF’	  (hexadecimal)	  byte	  followed	  by	  another	  
byte	  which	  indicates	  the	  current	  marker.	  

ì  Common	  jpeg	  markers	  can	  indicate	  for	  example	  the	  
start	   of	   the	   image	   (0xFF	   0xD8),	   or	   the	   Huffman	  
tables	   (0xFF	   0xC4)	   and	   the	   end	   of	   image	   (0xFF	  
0xD9).	  



The	  JPEG	  format	  (An	  example)	  

ì  FF	  D8	  FF	  E0	  00	  10	  4A	  46	  49	  46	  00	  01	  01	  01	  01	  
2C	  01	  2C	  00	  00	  FF	  E1	  9A	  C0	  45	  78	  69	  66	  00	  00	  
4D	  4D	  00	  2A	  00	  00	  00	  08	  00	  0B	  01	  0F	  00	  02	  00	  
00	  00	  12	  …	  con0nues	  	  	  	  	  	  	  	  	  	  	  	  	  	  (Start	  of	  image)	  

ì  01	  FF	  C4	  01	  A2	  00	  00	  01	  05	  01	  01	  01	  01	  01	  01	  
00	  00	  00	  00	  00	  00	  00	  00	  01	  02	  03	  04	  05	  06	  07	  
08	  09	  0A	  0B	  10	  00	  02	  01	  03	  03	  02	  04	  03	  05	  05	  
04	  04	  00	  …	  con0nues	  	  	  	  (define	  Huffman	  tables)	  

ì  F6	  F7	  F8	  F9	  FA	  FF	  DA	  00	  0C	  03	  01	  00	  02	  11	  03	  
11	  00	  3F	  00	  F4	  BC	  D3	  AB	  42	  0A	  33	  C7	  B9	  78	  EB	  
59	  24	  62	  BA	  22	  CC	  24	  25	  25	  6A	  64	  14	  94	  00	  57	  
35	  AC	  92	  …	  con0nues	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  (Start	  of	  scan)	  

ì  …	  32	  70	  AA	  30	  4F	  5C	  75	  34	  51	  51	  2F	  89	  FF	  00	  
5D	  0E	  A9	  2D	  6C	  7F	  FF	  D9	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  (End	  of	  image)	  

Using	  a	  HEX	  editor	  we	  can	  see	  how	  
a	  JPEG	  image	  looks	  like	  



JPEG	  Codec	  (JFIF	  encoding)	  

ì  Convert	  the	  representa0on	  of	  colours	  from	  RGB	  to	  YCbCr.	  

ì  Downsample	  the	  chrominance	  values	  (usually	  by	  a	  factor	  of	  
two).	  

ì  Transform	  values	  to	  frequencies	  and	  use	  8x8	  pixel	  blocks.	  

ì  Quan0za0on	  process.	  

ì  Zigzag	  ordering.	  

ì  Lossless	  compression	  using	  a	  variant	  of	  Huffman	  encoding.	  



FDCT	   Quan0zer	   Entropy	  Encoder	  

Table	  specifica0ons	   Table	  specifica0ons	  

Compressed	  Image	  Data	  

Source	  Image	  Data	  

8x8	  blocks	  

A	  simplified	  view	  of	  the	  DCT	  
encoding	  procedure	  	  

*A	  detailed	  example	  will	  follow	  during	  the	  dissec0on	  of	  our	  second	  steganaly0c	  approach.	  



Our	  lightweight	  blind	  steganalytic	  approaches	  for	  
JPEG	  images	  

ì  “Lightweight	  Steganalysis	  Based	  on	  Image	  
Reconstruc0on	  and	  Lead	  Digit	  Distribu0on	  Analysis,	  
(IJDCF	  2011)”	  

ì  “JPEG	  steganography	  detec0on	  with	  Benford's	  Law,	  
(Digital	  Inves0ga0on	  2013)”	  



The	  first	  approach	  

ì  Combine	  the	  use	  of	  Benford's	  Law	  for	  
detec0on	  of	  file	  anomalies	  as	  
previously,	  but	  on	  byte	  values	  (not	  
pixels	  or	  DCT	  output)	  
-  Work	  from	  Karresand	  (2006)	  on	  byte	  value	  (eventually	  pairs)	  

distribu0on	  in	  detec0on	  of	  image	  file	  format	  (and	  camera	  make)	  
and	  

-  Work	  from	  Haggerty	  (2007)	  on	  file	  fingerprin0ng	  by	  byte	  value	  



First	  digit	  appearance	  using	  Byte	  array	  representa0on	  of	  common	  digital	  files	  



Steganography	  and	  alterations	  of	  file	  
structure	  

ì We	  observed	  that	  the	  byte	  array	  
representa0on's	  distribu0on	  was	  affected,	  
in	  rela0on	  to	  the	  one	  of	  the	  original	  file	  
types.	  

ì Interes0ngly:	  
ì This	  was	  measurable	  for	  small	  size	  input	  
secret	  files.	  

ì Increased	  with	  the	  size	  of	  the	  secret	  file.	  
ì It	  was	  detectable	  with	  no	  dependency	  of	  the	  
type	  of	  stego	  algorithm	  used.	  



Varia0on	  of	  file	  structure	  before	  and	  a�er	  the	  
applica0on	  of	  steganography	  (payload	  <=	  1kb)	  	  



A	  key	  idea:	  Cover	  file	  generic	  
reconstruction	  

ì Generic	  reconstruc0on	  is	  a	  process	  whereby	  a	  file	  with	  similar	  
proper0es	  to	  the	  original	  one	  is	  reconstructed	  from	  the	  
stegocarrier.	  

ì Proper0es	  refer	  to:	  
ì Image	  quality.	  
ì File	  structure.	  
ì Content.	  

ì Procedures	  that	  may	  change	  those	  could	  be	  :	  	  
ì Format	  altera0on.	  	  
ì Copying	  reproduc0on	  (e.g.	  JPEG).	  
ì Use	  of	  stego	  tools.	  



RECONSTRUCTED FILE	


Steganalysis	  method	  and	  proof	  of	  concept	  
(for	  JPEG/MS	  Paint):	  Ben-‐4D	  



Similarity	  Threshold	  
	  

ì  File	  reconstruc0on	  

•  Predefined	   constant	   value	  
iden0fied	   experimentally	  
a�er	   applying	   Generalised	  
Benford’s	   Law	   on	   large	  
numbers	   of	   reconstructed	  
files.	  

•  This	   value	   is	   encoding-‐
specific,	   so	   MS	   Paint	   has	   a	  
certain	   Similarity	   Threshold	  
while	   Photoshop	   9	   has	   a	  
different	  one.	  

	  



Improvement	  of	  detection	  rate	  by	  considering	  
stego	  tools	  features	  

ì  Signatures/rules	  for	  the	  
intended	  stego	  tool	  
recogni0on:	  

	  
ì  Atypical	  or	  corrupted	  Huffman	  

tables	  (JPHSWin).	  
ì  Significant	  size	  difference	  of	  

stegocarrier	  and	  reconstructed	  
file	  (Camouflage,	  Invisible	  
Secrets).	  

ì  Specific	  headers	  manipula0on	  
(Invisible	  Secrets).	  

ì  Issues	  with	  file	  termina0on	  
(Camouflage).	  

ì  Embedding	  these	  rules	  into	  
the	  detec0on	  method	  leads	  
to	  improvement	  of	  the	  False	  
–	  Posi0ve	  detec0on	  rate	  
from	  15%	  to	  0.1%.	  

	  



!

Flowchart	  of	  the	  proposed	  forensic	  tool	  	  



Another	  approach	  

ì  Fu	  et	  al.	  worked	  on	  the	  distribu0on	  of	  first	  digits	  of	  
DCT	   coefficients,	   but	   only	   on	   the	   luminance	  
component	   of	   pictures.	   They	   only	   used	   grey	   scale	  
JPEG	  images	  in	  their	  study.	  

ì  We	   extended	   their	   work	   to	   chrominance	   and	  
applied	  it	  comprehensively.	  We	  inves0gated	  if	  their	  
model	   (generalised	   Benford’s	   Law:	   gBL)	   applies	   to	  
colour	   JPEG	   images	   and	   examined	   the	   ar0facts	  
various	  steganographic	  algorithms	  leave	  on	  the	  DCT	  
coefficients	  space.	  	  



The	  basic	  concept	  (Fu	  et	  al.)	  

Author's personal copy

existence of a steganographic attempt. A comprehensive
and well informed work on steganalysis trends was pub-
lished by Chandramouli and Subbalakshmi (2004).

Nowadays, machine learning techniques are common in
the field of steganalysis. These techniques are based on
image features which get altered during the embedding
process and machine learning is the de facto standard
procedure that deals with them utilising support vector
machines (SVM) and lately, ensemble classifiers (Zong
et al., 2012; Kodovsky et al., 2012). The features constitute
a model for natural, pure images which can be used against
the suspected stego carriers. However, despite their accu-
racy, these techniques are time consuming, they introduce
extensive training steps and their complexity is high.
For this reason we are implementing a new model based
on Benford’s Law and we introduce a method in order
to identify stego carriers in a fast, simple and efficient
manner.

2.1. Benford’s empirical law of anomalous numbers

The first attempt to decode the behaviour of the first
digits in a set of natural numbers was conducted towards
the end of the 19th century by Newcomb (1881). This note
presents a table which lists the probabilities of occurrence
of the first digits of a set of natural numbers. Numbers
cannot be zero and they have more than one digit. Fifty
years later Benford (1938) rediscovered and restated the
law. He investigated large groups of natural numbers and
observed that, in all selected groups, the probability of the
first digit x of a number being 1 is higher than that of the
first digit being 9. Furthermore, the distribution of the
appearance of the first (or significant) digits in a set of
natural numbers follows a logarithmic rule. Therefore:

Pðx ¼ 1Þ > Pðx ¼ 2Þ > . > Pðx ¼ 9Þ:

The mathematical equation which describes the first
digits law is presented in Equation (1):

pðnÞ ¼ log10

!
1þ 1

n

"
; n ¼ 1;.;9: (1)

p(n) represents the probability of n being the first digit of
a number in a set of natural numbers. Sets should contain
as many numbers as possible in a random fashion. This
empirical law is applicable to different groups of natural
numbers such as population, addresses, drainage and death
rates.

According to this empirical view we are able to predict
that, in a set of natural numbers, it is more probable to find
numbers with the significant digit to be 1 than 8 or 9. This
law looks like it fights against common sense but it is now
widely used in the area of expenses and accounting fraud
detection and was also introduced in various social occa-
sions. For instance, Schäfer et al. detected fraud and fake
survey results using the Benford’s Law (Schäfer et al., 2004).
The basic principle behind all examples is that natural data
generally follow the first digit law quite well in contrast
to maliciously changed or randomly guessed data. Some
attempts to utilize the results of the findings of the loga-
rithmic law can also be encountered in literature related to

image processing and digital forensics (Jolion, 2001; Fu
et al., 2007; Pérez-González et al., 2007).

2.2. Generalized Benford’s Law

In 2007, Fu et al. presented a new approach to image
forensic analysis using the law of anomalous numbers and
studied in depth the behaviour of the JPEG image block
coefficients (Fu et al., 2007). In this work there are some
conclusions about the validity of Benford’s Law in the most
significant digits of DCT coefficients (before quantization)
of the 8 % 8 pixel blocks of any grey scale JPEG image; the
DC coefficients1 are excluded from the research. Experi-
ments were conducted considering only 8 bit grey scale
pictures, using as main reference a widely used dataset of
TIFF images called the Uncompressed Colour Image Database
(UCID) (Schaefer and Stich, 2004). The use of such a data-
base guaranteed that those images have never before been
JPEG compressed. They also examine the distribution of the
first digits of the quantized DCT coefficients that emerge
after the quantization process. After completing the cal-
culation of the appearance of significant digits of the DCT
coefficients in this set of images, their mean distribution
was obtained. The significant digits of DCT coefficients
conform quite well to the Benford’s Law, with goodness of
fit results confirmed by using x2 divergence.

By conducting thorough experiments on the same set of
images, the authors also calculated themean distribution of
the first digits of the quantized DCT coefficients under
different quality compression factors (QF ¼ 100, 90, 80, 70,
60, 50). The results show that the distributions of those
coefficients also follow a logarithmic trend. A comparison
between themean distributions that they obtained for each
compression quality and the expected Benford’s Law dis-
tributions revealed that the quantized coefficients do not
follow the rule Equation (1) in a very strict way as the DCT
coefficients do. However, there is also a logarithmic law
behind the distribution of the first digits of the quantized
DCT coefficients. The model they proposed is described by
the following Equation (2):

pðnÞ ¼ N$log10

!
1þ

1
sþ nq

"
; x ¼ 1;2;.;9 (2)

N, s and q are parameters which describe precisely those
distributions under different compression quality factors.
In the special occasion where N ¼ 1, s ¼ 0 and q ¼ 1 we can
conclude that Equation (2) which is called the generalized
Benford’s Law (gBL) (Fu et al., 2007), is equal to the Ben-
ford’s Law Equation (1).

3. Method and algorithm

Our method focuses on the distributions of the signifi-
cant digits which can be extracted from the quantized co-
efficients of colour JPEG images. The decompression of
a JPEG image is exactly the inverted process of what we
presented in Section 2. In Section 2.2 we underlined that

1 The upper left coefficient of each block.
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JPEG	  Compression	  example	  (I)	  
q  The	  image	  consists	  of	  pixels,	  each	  pixel	  has	  usually	  three	  bytes	  that	  represent	  the	  

three	  basic	  colours	  Red,	  Green,	  Blue	  (RGB).	  
q  Convert	  these	  pixel	  values	  from	  RGB	  to	  YCbCr	  which	  is	  another	  colour	  space	  that	  has	  

three	  components.	  Y	  represents	  the	  brightness	  of	  an	  image	  and	  is	  called	  luminance	  
while	  Cb	  and	  Cr	  represent	  colours	  and	  they	  are	  called	  chrominance.	  It	  is	  known	  that	  
the	  human	  eye	  can	  recognize	  the	  difference	  in	  the	  luminance	  of	  an	  image	  more	  
easily	  than	  the	  chrominance	  coefficients.	  

q  	  Chroma	  subsampling,	  reduc0on	  of	  the	  chrominance	  coefficients	  by	  a	  factor	  of	  two.	  
q  	  The	  next	  phase	  a�er	  downsampling	  (or	  subsampling)	  is	  the	  division	  of	  each	  of	  the	  

channels	  (Y,	  Cb,	  Cr)	  to	  8x8	  blocks.	  
q  	  Each	  of	  these	  blocks	  is	  then	  converted	  to	  a	  frequency	  domain	  representa0on	  using	  a	  

transforma0on	  which	  is	  the	  type-‐II	  DCT	  (Discrete	  Cosine	  Transform).	  

                                                                                                                                      Steganography detection with Benford 
 

12 
 

»
»
»
»
»
»
»
»
»
»
»

¼

º

«
«
«
«
«
«
«
«
«
«
«

¬

ª

158158158163161161162162
157157157162163161162162
157157157160161161161161
155155155162162161160159
159159159160160162161159
156156156158163160155150
156156156159156153151144
155155155155153149144139

   »
»
»
»
»
»
»
»
»
»
»

¼

º

«
«
«
«
«
«
«
«
«
«
«

¬

ª

���
���
��

���
��

�����
�����

�����

01122423
11201001
11110202
11102111
00011027
011022911
1003361723
132251211260

 

Figure 3: Pixel values (left) and their DCT coefficients [9] 

A detailed example follows for an imaginary grey scale image.  

 

2.6 A jpeg compression example 

At this example we will assume that the pixel values of an 8x8 block of an image are 
described in matrix A (left to right, top to bottom). 
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Matrix A: Original matrix of pixel values [13]          Matrix M: Values of A centered to zero [13] 

In order to compute the DCT coefficients we must substitute those values with new ones 
that are centered on zero. For this reason if the values are in the range of [0, 255] we will 
subtract them from 128 which is the mid-point of this range; this achieves a range between 
[-128, 127]. The new matrix now is matrix M (as seen above). 

Now we will perform the two dimensional Discrete Cosine Transform which has the type (1): 
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where   u is  the  spatial  frequency  (horizontally)  for  the  integers  0  ≤  u  <  8  and 

  υ is  the  spatial  frequency  (vertically)  for  the  integers  0  ≤  υ < 8, such that 
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gx,y is the value of the pixel located at position (x, y) and  

Gu,υ the DCT coefficient at position (u, υ). 

Applying equation (1) to the entries of M, will give the following result. 

D = 

»
»
»
»
»
»
»
»
»
»
»

¼

º

«
«
«
«
«
«
«
«
«
«
«

¬

ª

��
���

��
�����

������
�����

��
��
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0.127.78.127.186.62.124.26.4
9.24.86.121.282.08.128.119.0
0.65.110.63.144.125.57.193.31
5.33.15.155.132.224.54.836.38
1.73.31.63.314.433.121.601.94
0.24.185.157.273.325.104.1085.30
5.117.195.123.303.720.206.403.162

[13].  

The top left coefficient has the largest magnitude and it is called DC coefficient. The other 63 
entries are called AC coefficients. Only the AC coefficients will be used from our steganalytic 
tool. 

The following phase is the quantization step. This is the lossy part of the compression. The 
special feature of this step is that we use a table which we can define and alter in order to 
achieve various quality compression factors. As expected, these tables are usually 
standardized and refer to quality factors from 1 to 100 with the factor of 1 representing the 
worst quality and 100 the best. We used the popular   IJG’s   (Independent Jpeg Group) 
quantization tables for stegBennie and compBennie. To proceed with our example we will 
present the quantization matrix that gives a quality compression of 50 for the luminance 
component. Thus, we will call this table Q50. 

Q50 = 

»
»
»
»
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¼
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«
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«
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«

¬

ª
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10112012110387786449
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6280875129221714
5669574024161314
5560582619141212
6151402416101116

 [13]. 

Each quantized coefficient will be calculated following the equation: 

),( XuK  = integer round
),(
),(

X
X

uQ
uD

       (2),      where u and υ vary from 0 to 7. 

In other words, K(u, υ) is the result of the point-wise division of D by Q50, rounded to the 
nearest integer. From (2) we get another matrix which now contains the quantized jpeg 
coefficients and will be the focus point for the tool we are going to present later. The 
quantized coefficients will be concentrated in the following matrix (K) [13] when we apply 
the equation (2) (u and υ lying between 0 and 7): 



JPEG	  Compression	  example	  (II)	  
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q  In	  order	  to	  compute	  the	  DCT	  coefficients	  we	  
must	  subs0tute	  those	  values	  with	  new	  ones	  
that	  are	  centered	  on	  zero.	  

q  For	  this	  reason	  if	  the	  values	  are	  in	  the	  range	  
of	   [0,	  255]	  we	  will	   subtract	   them	  from	  128	  
which	   is	   the	   mid-‐point	   of	   this	   range;	   this	  
achieves	  a	  range	  between	  [-‐128,	  127].	  	  

q  The	   new	  matrix	   now	   is	   matrix	  M	   (as	   seen	  
above).	  

Let	  A	  be	  a	  8x8	  block	  as	  follows	  



JPEG	  Compression	  example	  (III)	  
A�er	  DCT	  applica0on:	   q  The	  top	  le�	  coefficient	  has	  the	  largest	  

magnitude	  and	  it	  is	  called	  DC	  
coefficient.	  The	  other	  63	  entries	  are	  
called	  AC	  coefficients.	  Only	  AC	  
coefficients	  will	  be	  used	  for	  
steganalysis.	  

q  The	  following	  phase	  is	  the	  
quan0za0on	  step.	  This	  is	  the	  lossy	  
part	  of	  the	  compression.	  
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gx,y is the value of the pixel located at position (x, y) and  

Gu,υ the DCT coefficient at position (u, υ). 

Applying equation (1) to the entries of M, will give the following result. 

D = 

»
»
»
»
»
»
»
»
»
»
»

¼

º

«
«
«
«
«
«
«
«
«
«
«

¬

ª

��
���

��
�����

������
�����

��
��

7.109.50.05.213.168.72.110.10
0.127.78.127.186.62.124.26.4
9.24.86.121.282.08.128.119.0
0.65.110.63.144.125.57.193.31
5.33.15.155.132.224.54.836.38
1.73.31.63.314.433.121.601.94
0.24.185.157.273.325.104.1085.30
5.117.195.123.303.720.206.403.162

[13].  

The top left coefficient has the largest magnitude and it is called DC coefficient. The other 63 
entries are called AC coefficients. Only the AC coefficients will be used from our steganalytic 
tool. 

The following phase is the quantization step. This is the lossy part of the compression. The 
special feature of this step is that we use a table which we can define and alter in order to 
achieve various quality compression factors. As expected, these tables are usually 
standardized and refer to quality factors from 1 to 100 with the factor of 1 representing the 
worst quality and 100 the best. We used the popular   IJG’s   (Independent Jpeg Group) 
quantization tables for stegBennie and compBennie. To proceed with our example we will 
present the quantization matrix that gives a quality compression of 50 for the luminance 
component. Thus, we will call this table Q50. 

Q50 = 

»
»
»
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»
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»

¼

º
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9910310011298959272
10112012110387786449
921131048164553524
771031096856372218
6280875129221714
5669574024161314
5560582619141212
6151402416101116

 [13]. 

Each quantized coefficient will be calculated following the equation: 

),( XuK  = integer round
),(
),(

X
X

uQ
uD

       (2),      where u and υ vary from 0 to 7. 

In other words, K(u, υ) is the result of the point-wise division of D by Q50, rounded to the 
nearest integer. From (2) we get another matrix which now contains the quantized jpeg 
coefficients and will be the focus point for the tool we are going to present later. The 
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for future use. These techniques will not be presented because they could be considered as 

out of the scope of this project. 

Having acquired the knowledge of the jpeg compression procedures, this chapter presents 

the most common techniques that steganography specialists use to hide information in 

images. This is followed by an introduction of the steganalysis of those methods along with 

the   basics   of   Benford’s   Law.  We   shall   then   be   capable   to   understand   a   new   approach   in  
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concepts of the new steganalytic tool utilizing the results of prior theoretical work on jpeg 
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gathered are similar to those we saw at the training step in
Section 4 and the comparison between our tool and the
popular Stegdetect showed that StegBennie is faster and
achieves better results.

6. Other steganalytic tasks

In this section we will discuss the results occurred by
testing the ability of our methods to perform various
steganalytic tasks. Not only are forensic examiners inter-
ested in detecting images with hidden data, but they also
need to know if an image has been double compressed,
cropped, blurred and generally if the image they examine
has been modified. In order to meet the needs of this
experiment we used the image set presented in Subsection
4.3. These are JPEG images captured by a smartphone. We
used the ‘small’ and ‘1Mp’ folders which contained images
compressed with quality factor 70 and 80. We made this
choice because of the low false positive rate of these images

(Table 8). We used the open source image processing tool
GIMP 2.0 for Windows to JPEG compress the images for
a second time. GIMP also helped us crop, blur and change
their settings and colours. Finally, we JPEG compressed
a small set of BMP and PNG images which were taken from
the internet, to see if this procedure can reveal the com-
pression history of an image. The results of this experiment
can be seen at Table 13.

Table 13 shows that it was not possible to detect the
double-compression of a JPEG image when both com-
pression passes used the same quality factor. However, we
can flag as suspicious every JPEG image that was double
compressed with different quality factors. On the contrary,
our methods fail to recognize images that were cropped or
modified by a program like GIMP. We must underline that
for the current task we compressed the modified images
with the initial quality factor. For example, after sharpen-
ing an image which had been initially compressed with
quality factor 70, we saved the new modified image with
the same quality factor (QF ¼ 70). Finally, StegBennie is
very likely to detect the process of compression of a BMP
to a JPEG. However, the detection rate is lower for PNG
images.

At any case, the most useful conclusion extracted by the
final experiment is that the method is able to identify
a double JPEG compressed image, when the quality factor
used for the second compression is not the same as the
initial one.

Table 11
Comparison of steganalysis elapsed time and false positive rates between
StegBennie and Stegdetect (smartphone photos).

Performance StegBennie Stegdetect

Time 19.037 s 38.222 s
FPR 17.22% 7.95%

Table 12
Steganography detection elapsed time for StegBennie and Stegdetect. Each
cell represents the total time taken to process the entire category.

Stego carriers StegBennie Stegdetect

JPH70 (19 photos) 0.892 s 1.712 s
JPH80 (19 photos) 0.868 s 1.48 s
JPH90 (19 photos) 0.912 s 1.192 s
OUT70 (17 photos) 0.724 s 1.392 s
OUT80 (19 photos) 0.852 s 1.7 s
OUT90 (20 photos) 0.908 s 1.756 s
VSL70 (19 photos) 1.108 s 2.12 s
VSL80 (19 photos) 1.128 s 2.156 s
VSL90 (21 photos) 1.188 s 2.316 s
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Fig. 6. Steganography detection ability of StegBennie compared to Stegdetect.

Table 13
Detection rates for modified JPEG images.

Process Images Detection rate

Double JPEG QF70 / QF70 20 5%
QF70 / QF90 20 100%
QF80 / QF80 20 10%
QF80 / QF90 20 100%

Crop images 10 10%
Modify images 10 20%
JPEG compress

PNG, BMP
images

12 BMP: 83.3%
PNG: 33.3%
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5. Discussion of results

5.1. The false positive rate results

Looking back at Subsection 4.1 we conclude by the
demonstrated results of Table 4 and Fig. 2 that the false
positive rate (FPR) of our method is acceptable. We believe
that the current FPR is a satisfactory percentage that could
reduce the workload of a forensic examiner who performs
steganalysis to JPEG images. Furthermore, if the inspected
images are compressed with a quality factor of 70, the fault
rate of the method is lower than 20%. The last column of
Table 4 illustrates the approximate time in seconds that our
steganalytic tool StegBennie needed in order to analyse the
whole folder that was under examination. Each folder
contained of 1338 JPEG images at a 512 ! 318 resolution.
The steganalytic tool is fast regardless of the compression’s
quality factor. As a consequence we proved that a combi-
nation of the method and a fast program like StegBennie
can perform a trustworthy steganalysis to a folder con-
taining JPEG images in less than half a minute.

5.2. Analysis of successful detection on the UCID set

After the embedding of text and doc files in various
images, we presented Table 5 in Subsection 4.2. The con-
clusions that arise by examining this table and Fig. 3 are
quite satisfactory. It seems that the ability of our methods
to detect a suspicious JPEG image could be characterized as
fairly strong. Moreover, the fault rate of our tool does not
exceed the limits we saw at Table 4. The hit rates for
JPHSWIN confirm that about 4 out of 5 malicious images

will be successfully detected. At this point we should state
that the results for Outguess and Vsl come from the ex-
amination of a small sample of images. The unsatisfactory
hit rate for images which are compressed with QF ¼ 75
comes from the fact that Outguess always uses this specific
quality factor during the embedding of data into JPEG
images.

However, in Table 6 we can see that the number of
images (%) that were identified as suspicious and declared
as maliciously altered by either Outguess or Vsl is at a very
good level considering images that were altered using
QF ¼ 50 or 60. Also, it seems that in most cases we are able
to identify algorithms such as Vsl. From this table we
deduce that for images with QF > 70 the identification of
Outguess is unlikely to happen. As an overview the steg-
analytic ability of the method we introduce on the pseudo
training image set is at a very good level considering the
graphs and the tables that were presented.

5.3. Results for the smartphone images

At the final phase of our tests we examined a set of
images captured by a smartphone (Subsection 4.3). By
taking a closer look at Table 8 we can reach the conclusion
that, generally, our initial assumptions that the method
we introduce will successfully detect more than two

Table 7
Different formats of real data.

Folders Pixels

small 640 ! 480
1Mp 1280 ! 960
3Mp 2048 ! 1536
5Mp 2592 ! 1952
wide1Mp 1280 ! 768

Table 8
FPR on real data.

QF Resolution Examined
images

FPR (%)

Normal QF ¼ 70 small 9 11.11
1Mp 10 0
3Mp 9 11.11
5Mp 8 12.5
wide1Mp 9 0

High QF ¼ 80 small 10 10.0
1Mp 9 11.11
3Mp 10 20.0
5Mp 8 37.5
wide1Mp 10 0

Fine QF ¼ 90 small 10 30
1Mp 19 15.79
3Mp 9 44.44
5Mp 10 30.0
wide1Mp 11 27.27
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Fig. 4. Comparison of false positive rate among the different quality factors.

Table 9
Hit rates for real data.

QF Resolution JPHSWIN Outguess Vsl

Normal QF ¼ 70 small 88.89 77.78 100.0
1Mp 90.0 75.0 100.0
3Mp 55.55 75.0 100.0
5Mp 33.33 87.5 100.0
wide1Mp 66.67 50.0 100.0

High QF ¼ 80 small 100.0 100.0 100.0
1Mp 66.67 100.0 100.0
3Mp 50.0 100.0 100.0
5Mp 50.0 71.43 100.0
wide1Mp 60.0 100.0 100.0

Fine QF ¼ 90 small 100.0 100.0 100.0
1Mp 66.67 90.0 100.0
3Mp 55.55 87.5 100.0
5Mp 40.0 100.0 100.0
wide1Mp 72.73 90.0 100.0
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5.1. The false positive rate results

Looking back at Subsection 4.1 we conclude by the
demonstrated results of Table 4 and Fig. 2 that the false
positive rate (FPR) of our method is acceptable. We believe
that the current FPR is a satisfactory percentage that could
reduce the workload of a forensic examiner who performs
steganalysis to JPEG images. Furthermore, if the inspected
images are compressed with a quality factor of 70, the fault
rate of the method is lower than 20%. The last column of
Table 4 illustrates the approximate time in seconds that our
steganalytic tool StegBennie needed in order to analyse the
whole folder that was under examination. Each folder
contained of 1338 JPEG images at a 512 ! 318 resolution.
The steganalytic tool is fast regardless of the compression’s
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Outguess is unlikely to happen. As an overview the steg-
analytic ability of the method we introduce on the pseudo
training image set is at a very good level considering the
graphs and the tables that were presented.
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At the final phase of our tests we examined a set of
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Fig. 4. Comparison of false positive rate among the different quality factors.

Table 9
Hit rates for real data.

QF Resolution JPHSWIN Outguess Vsl

Normal QF ¼ 70 small 88.89 77.78 100.0
1Mp 90.0 75.0 100.0
3Mp 55.55 75.0 100.0
5Mp 33.33 87.5 100.0
wide1Mp 66.67 50.0 100.0

High QF ¼ 80 small 100.0 100.0 100.0
1Mp 66.67 100.0 100.0
3Mp 50.0 100.0 100.0
5Mp 50.0 71.43 100.0
wide1Mp 60.0 100.0 100.0

Fine QF ¼ 90 small 100.0 100.0 100.0
1Mp 66.67 90.0 100.0
3Mp 55.55 87.5 100.0
5Mp 40.0 100.0 100.0
wide1Mp 72.73 90.0 100.0
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Results	  and	  comparison	  against	  other	  
steganaly0c	  tools	  	  



Further	  work	  -‐	  Ben-‐4D	  

ì  Minimiza0on	  of	  data	  loss	  during	  reconstruc0on	  	  (use	  of	  
lossless	  transcoding).	  

ì  Support	  for	  detec0on	  of	  more	  steganography	  tools.	  

ì  Other	  types	  JPEG	  coding.	  	  

ì  Support	  for	  other	  popular	  image	  formats	  (BMP,	  GIF).	  	  

ì  Message	  extrac0on	  would	  also	  be	  desirable.	  

ì  h[p://sourceforge.net/projects/ben4dstegdetect/	  



Further	  work	  -‐	  StegBennie	  

ì  Consider	  the	  effect	  of	  the	  size	  of	  the	  embedded	  data	  and	  
measure	  its	  impact	  on	  the	  overall	  validity	  of	  the	  method.	  

ì  Fu	  et	  al.	  (2007)	  also	  inves0gated	  the	  distribu0ons	  of	  first	  digits	  
of	  the	  coefficients	  of	  the	  blocks	  of	  the	  JPEG	  images	  before	  the	  
quan0za0on	  step	  (during	  the	  compression	  of	  the	  image).	  
These	  adhere	  to	  the	  original	  Benford’s	  Law	  quite	  well.	  Future	  
development	  should	  consider	  this	  (it	  will	  probably	  provide	  the	  
opportunity	  to	  ascertain	  the	  devia0ons	  of	  the	  distribu0ons	  of	  
the	  first	  digits	  of	  the	  block	  coefficients	  before	  quan0za0on)	  of	  
the	  JPEG	  image.	  

ì  Open	  source	  dissemina0on	  via	  ForToo	  website:	  
www.fortoo.eu	  
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ì	  
Thank	  you!	  
www.andrio.eu	  
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